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EXECUTIVE SUMMARY 

This document represents the EUDAT Deliverable Document D7.2.1. In this we present the work 
performed between months 9 (M9) and 18 (M18) of the “Data Curation and long-term preservation in a 
federated environment” task in Work Package 7. 

Within this task the goals between M9 and M18 of the project have been to: (1) collect policy 
descriptions for the projects and institutions as described in the description of work, (2) make a risk 
analysis based on the policy descriptions in order to learn from common scientific community practice 
and find suitable policies for the EUDAT infrastructure and (3) start preparatory work to continue with 
the next phase of this task. 

We have gathered a total of 52 policy descriptions from four different projects or institutions and the 
five EUDAT core communities. In the risk analysis which has been made, these policies have been 
related to ten risks important for data management: Media decay, Obsolescence, Technology Failure, 
Lack of context, Ambiguous IPR State, Natural disasters, Information attack, Economic failure, 
Organizational failure and Human error. 

We have defined 12 selection criteria to select policies suitable for the EUDAT infrastructure, fulfilling 
the following three requirements: 

 It must be possible to implement and evaluate the selected policies. 
 In order to ensure that the common data services at the base of the EUDAT CDI are capable 

of delivering a trustworthy data curation and long-term preservation service, we want to 
select policies to mitigate the risks as much as possible.  

 The selected policies must be as relevant to the EUDAT services as possible. Currently the 
two services running in (pre) production modus are Safe Replication and Data Staging.  
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1. INTRODUCTION  

The EUDAT “Data Curation and long-term preservation in a federated environment” task is aiming to:  

 Collect data management policy descriptions from various projects and institutions as listed, 
but not limited to, in the description of work.  

 Select a set of policies, based on a set of selection criteria, implemented and run in our 
infrastructure to test the performance, scalability and flexibility of this infrastructure. To be 
able to properly test our infrastructure we aim to collect and select a heterogeneous set of 
policies. This task will also define a set of evaluation criteria used to evaluate the different 
aspects of the underlying infrastructure. Based on the outcomes of these evaluations 
improvements will be suggested and applied. The process of evaluation and improvement 
will be an on-going, iterative, process during the second half of the project.  

 Ensure that the common data services at the base of the EUDAT CDI are capable of delivering 
a trustworthy data curation and long-term preservation service, safeguarding the data that 
has been deposited within the EUDAT repositories. Therefore a risk analysis has been made 
to gather insight in the risk coverage of the selected policies, with the aim to mitigate the 
risks as much as possible. 

In this context the term Long Term Preservation (LTP) is used to refer to the process and activities 
required to ensure continued access to digital resources for as long as necessary. The term Data 
Curation is used to refer to the processes and activities required to ensure the resources are (re)usable. 
This includes guarantees for the ability to identify the resources, for the presence of metadata, for the 
understandability and others, discussed in the Risk analysis section. 

The infrastructure mentioned here will be based on or should be as similar as possible to the 
infrastructure being developed in WP5 and operated in WP6; currently the Safe Replication service is 
most relevant for this task. However, we do want to maintain a certain level of freedom to test and 
experiment without disruption the (pre)production environment. Therefore we use the WP7.1.1 test 
infrastructure which is similar to the (pre)production infrastructure. If WP7 investigates promising 
alternatives to the on-going work in WP5 and W6, we should be flexible enough in this task to evaluate 
the policies in such alternatives. 

This document will present the work conducted within this task between month 9 and month 18; an 
update will follow at the end of the project. During these nine months the work within this task has 
focussed on gathering the policy descriptions and defining the selection criteria.  

The document is structured to present a summary of the policy description work in the next section 
“Policy Descriptions”, followed by the section Risk analysis where we are investigating to what extend 
common risks are mitigated. The section on “Required Rules” describes the selection criteria and 
granularity and briefly describes the plans to go forward before presenting the Conclusion in the last 
section. 

1.1. RDA collaboration 

The research data alliance1 has started a working group on practical policies2. This group is, according to 
the case statement3, aiming to “…focus on practical policy implementations through publication and 

                                                             
1
 http://www.rd-alliance.org 

2 http://forum.rd-alliance.org/viewtopic.php?f=2&t=24 
3
 http://forum.rd-alliance.org/download/file.php?id=43&sid=655ab93e02e2812b6bcb6f8460570343 



EUDAT – 283304  D7.2.1: Managing data curation and long-term preservation in a federated environment 

 

Copyright © The EUDAT Consortium  PUBLIC 7 / 48 

assessment of policies that are used in production settings. A minimal set of policies will be selected by 
community consensus for formation of starter kits.” 

In order to fulfill these aims the working group is collecting policies used in production; this includes a 
description and the implementation. There appears to be a natural overlap between the aims of the 
working group and the work taking place in EUDAT task 7.1.2. 

The overlap between the working group and this task lies in the collection of policy descriptions and the 
associated implementations. However, we have to keep in mind the differences as well. The practical 
policy working group is only collecting policies used in production. This is not a requirement for the 
policies in this task, however in practice the policies collected here are often used in production already. 
Another difference is that the practical policy working group collects the policies to create starter kits or 
recommendations on best practices, while this task is aimed at collecting a wide range of different 
policies to test the performance and flexibility of our underlying infrastructure. 

EUDAT contributes to RDA and interactions have taken place and thus it has been agreed to exchange 
policy descriptions and implementations. 
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2. POLICY DESCRIPTIONS  

2.1. Introduction 

For each of the EUDAT core communities, CLARIN, ENES, EPOS, LifeWatch and VPH, we have analyzed 
the community description documents provided by WP4. The data management policies extracted from 
these documents have been included in the risk analysis document. 

For a number of external projects and institutions, summarized in the next sections, data management 
policy descriptions have been collected and analyzed as well. 

A template has been developed to gather policy descriptions in a consistent structure from different 
sources. The template includes the policy name, a description in natural language, a classification, a 
breakdown into important elements such as objectives, policy actions and involved roles and if available 
a formal specification or implementation.  

The policies are typically classified as hard or soft, where soft policies are focusing more on 
organizational aspects. Policies can be classified as both hard and soft depending on the policy 
description. Usually if the policy description is more general it is more difficult to classify it as either hard 
or soft. As the aim of this task as a whole is to use these policies to test the underlying infrastructure, we 
are mainly focusing on the hard policies. The next section on Required Rules will present a set of 
selection criteria. The selected policies will be implemented in the EUDAT data management 
infrastructure and used to evaluate the performance and robustness of this infrastructure; naturally this 
will answer the question if the policies can be implemented in the technologies chosen to build the 
infrastructure. This means that we will not assess the individual policy performance, but the 
performance of the infrastructure and service as a whole. 

2.2. Descriptions 

This section will briefly introduce and summarize the policy descriptions for each of the projects and/or 
institutions. The full list of policy descriptions can be found in the respective sections in Annex A. 

2.2.1. EUDAT Communities 

We have documented nine main data management policies for EUDAT communities in total. Three of 
them are classified as soft and two are classified as hard policies; the other policies have been classified 
as both hard and soft. 

Based on the information gathered within WP44 the EUDAT core communities, CLARIN, ENES, EPOS, VPH 
and LifeWatch have been taken into account in the risk analysis, while this section has focused on 
gathering policy descriptions from external projects and institutions. 

2.2.2. IN2P3 

CC-IN2P35 is a national computing centre located in Lyon (France) which is dedicated to international 
high energy physics, nuclear physics, astrophysics projects, and now Arts and Humanities as well as 
biology and biomedical applications. It provides computing, storage resources and other computing 
services to the French and international scientific community. 

                                                             
4 D4.1.2 - Data Management Landscape Characteristics and Community Requirements 
5
 http://cc.in2p3.fr 
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iRODS6, like its predecessor SRB, is a key service for CC-IN2P3 as it provides the ability to manage large 
amounts of data in an heterogeneous and distributed environment which includes other data centers. 
These data, produced by instruments or computing simulations, can be accessed and shared from 
anywhere on any kind of platform (spanning from laptops to HPC facilities) and shared from anywhere 
as the scientific collaborators with the same experiment or project are spread around the world. 

We have documented nine data management policies for IN2P3 in total of which three are classified as 
soft and six are classified as hard policies. 

2.2.3. REPLIX 

REPLIX7 is a project, initiated by The Language Archive, studying and implementing the next level in grid 
based safe data replication and synchronization. This is important for preserving our language resources 
for the future. REPLIX will focus on issues such as data authenticity, data integrity, maintaining access 
rights and data organization since they are so crucial for proper data management in a distributed 
environment. Replication in this context means copying data in one direction thus realizing a master-
slave relationship, while synchronization is much more challenging in a world where copies of collections 
are extended and new versions are created at various places. To handle replication and synchronization 
in a proper model for digital object (DO) identity, REPLIX will make use of information associated with 
persistent identifiers (PID). 

We have documented fifteen data management policies for REPLIX in total of which four are classified 
as soft and four are classified as hard policies; seven policies have been classified as both hard and soft. 

2.2.4. DIAMOND/Isis 

ISIS8 is the world’s most successful pulsed spallation neutron source. The facility provides beams of 
neutrons and muons that enable scientists to probe the microscopic structure and dynamics of matter. 
The benefits of neutron scattering coupled with the strengths of the ISIS pulsed source have been 
responsible for the emergence of a world-class research programme at the facility, covering topics at the 
forefront of Physics, Chemistry, Materials Science, Earth Science, Engineering and Biology. Examples of 
ISIS science are presented in this section. 

We have documented eleven data management policies for DIAMOND/Isis in total of which four are 
classified as soft and seven are classified as hard policies. 

2.2.5. ILL 

The Institut Laue-Langevin9 (ILL) is an international research centre at the leading edge of neutron 
science and technology. 

As the world’s flagship centre for neutron science, the ILL provides scientists with a very high flux of 
neutrons feeding some 40 state-of-the-art instruments, which are constantly being developed and 
upgraded.  

As a service institute the ILL makes its facilities and expertise available to visiting scientists. Every year, 
some 1500 researchers from over 40 countries visit the ILL. More than 800 experiments selected by a 
scientific review committee are performed annually. Research focuses primarily on fundamental science 
in a variety of fields: condensed matter physics, chemistry, biology, nuclear physics and materials 
science, etc. 

                                                             
6 http://www.irods.org 
7
 http://tla.mpi.nl/projects/past-projects/replix/ 

8 http://www.isis.stfc.ac.uk/ 
9
 http://www.ill.eu/ 
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Whilst some are working on engine designs, fuels, plastics and household products, others are looking at 
biological processes at cellular and molecular level. Still others may be elucidating the physics that could 
contribute to the electronic devices of the future. ILL can specially tailor its neutron beams to probe the 
fundamental processes that help to explain how our universe came into being, why it looks the way it 
does today and how it can sustain life.  

The ILL also collaborates closely and at different levels of confidentiality with the R&D departments of 
industrial enterprises. 

All the scientists at the ILL - chemists, physicists, biologists, crystallographers, specialists in magnetism 
and nuclear physics - are also experts in neutron research and technology and their combined know-
how is made available to the scientific community. 

We have documented eight data management policies for ILL in total of which two are classified as hard 
only, two are classified as soft only and four are classified as both hard soft.  

2.3. Summary 

As shown in Table 1 we have documented a total of 52 policies of which 21 are classified as hard only, 
16 have been classified as soft only and 15 have been classified as both hard and soft. 

Table 1: Gathered Policy Description 

Project / Institution Number of Policies Sum 

Soft Hard Soft and Hard 

EUDAT Communities 3 2 4 9 

IN2P3 3 6 0 9 

REPLIX 4 4 7 15 

Diamond/ISIS 4 7 0 11 

ILL 2 2 4 8 

Sum 16 21 15 52 
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3. RISK ANALYSIS 

A risk analysis is often considered as the pre-requisite for the definition of any long-term preservation 

and Curation plan. Methodologies such as DRAMBORA
10

 are considered as a help to understand and 
quantify the risks that repository managers face. Usually, we can identify the following risks to digital 
information: 

 Media decay (bit rot) 
 Obsolescence (File Format, Software, Hardware, Media) 
 Technology Failure (Software, Hardware, Media) 
 Lack of context (i.e. Data but no codebook) 
 Ambiguous IP State (i.e. Copyright, Licensing) 
 Natural disasters 
 Information attack 
 Economic failure 
 Organizational failure 
 Human error 

A short, general, definition for each of these risks will be given followed by a summary of the risk 
analysis results. In general the implementation of a policy is the mean to mitigate the risks associated to 
that policy as described in this section. 

3.1. Risk definitions 

3.1.1. R1: Media decay 

Bit rot, also known as bit decay, data rot, media decay or data decay, is a colloquial computing term 
used most commonly to describe a gradual decay of storage media. 

In EUDAT, this risk could occur on the media provided by resource providers and constituting the CDI. 
The first consequence of this risk is to store data on the CDI without guaranty to communities their 
integrity. So, final-users won’t be able to read the data because some bits have changed over time. 

3.1.2. R2: Obsolescence  

The obsolescence risk is the state of being which occurs when an object, service or practice is no longer 
wanted even though it may still be in good working order. Obsolescence frequently occurs because a 
replacement has become available that has got, in sum, more advantages than the inconvenience 
related to repurchasing the replacement. Obsolete refers to something that is already disused or 
discarded, or antiquated. Typically, obsolescence is preceded by a gradual decline in popularity. 

In the long-term preservation context, software, file format, media (e.g. disks, tapes) or hardware (e.g. 
tape readers) will be obsolete sooner or later.  

In EUDAT, this risk could lead to the preservation on the CDI of data in old file formats and/or that 
requires obsolete software to be accessible to communities. The technologies used to preserve data can 
disappear (such as disk 5 /14 did for example). So, without specific actions, the data on these media (or 
requiring obsolete hardware) constituting CDI will be inaccessible in few years/decades. 

                                                             
10

 http://www.dcc.ac.uk/resources/repository-audit-and-assessment/drambora 

http://www.dcc.ac.uk/resources/repository-audit-and-assessment/drambora
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3.1.3. R3: Technology Failure 

Software and/or hardware and/or media and/or communication tools are not able to meet the desirable 
or intended objective. 

In EUDAT, the tools used to provide services and resources to communities can have some failures. 
These failures can impact the data itself, the service provided and affect the image of EUDAT. 

3.1.4. R4: Lack of context 

To be used by a large community over time, data needs to stay found, accessible and understandable. 
Without information-added on data, these functions can’t be done. 

These data-added can be called metadata (literally “data on data”). They are on: 

 the data itself (e.g. descriptive metadata, semantic metadata, production context…); 
 the technical conditions of data preservation (e.g. description of the LTP environment, 

specification of the strategies and choices done for the LTP system, description of the file 
formats archived, XSD/DTD schemas referenced by the archives, archiving date, PID, etc.); 

 the administrative metadata to manage data such as rights, appraisal, service level (e.g. 
bitstream preservation vs. preservation of data in managed file formats). 

The OAIS model11 provides more information about these different types of information such as 
Preservation Description Information (PDI) and Representation Information (RI). 

In EUDAT, this risk will conduct to the storage of data without research possibilities or with not many 
understanding elements.  

3.1.5. R5: Ambiguous IPR State 

To avoid legal recourse, data archived requires authorizations to be preserved and disseminated:  

 data producers have to respect some specific rules and/or law during the data creation 
phase; 

 data providers have to respect some specific rules and/or law during the data deposit phase; 
 data providers have to authorize dissemination of their data; 
 data final users have to respect law and/or current rules to use and share it.  

A legal action against the EUDAT organization and/or EUDAT partners (e.g. for misusing of data) is 
possible; especially, if any internal agreement exists or national regulations are not taken into account. 

3.1.6. R6: Natural Disaster 

Natural and human disasters can impact buildings where data is preserved (and consequently, the LTP 
system and data archived therein). These disasters can be: fire, flood, storm, hurricane, seismic and 
volcanic eruption, landslides, avalanche, tsunami, bomb attack.  

Natural disasters could impact the CDI and lead to the data losing (in particular if the data was preserved 
in one or few buildings affected by the disaster). 

3.1.7. R7: Information Attack 

An information attack is any attempt to destroy, expose, alter, disable, steal or gain unauthorized access 
to or make unauthorized use of an asset. An information attack compromises the trustworthiness of 
data archived. 

                                                             
11

 ISO 14 721 – Open Archival Information System 
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The CDI stores scientific and personal data: so, information attack is possible and security is important in 
the EUDAT context.  

3.1.8. R8: Economic Failure 

Any informational system needs financial resources to survive over time (uploads of software and 
hardware are required, human checks must be done, etc.). A LTP system requires financial resources as 
any other informational system. The specificity of a LTP system is that this sustainability is on a long-
term period. 

We note that the more a system is flexible and exchangeable with another, the less important are the 
consequences of any financial restrictions. 

In EUDAT, the CDI requires long-term financial resources. Without them, the CDI could collapse and the 
services not provided by EUDAT partners. 

3.1.9. R9: Organizational Failure 

Any conception and/or technical problem on the CDI or any lack of internal data organization can have 
an impact on data trust (e.g. inability to guarantee that a PID is unique, inability to prove that any bad 
action has been done on an archive). 

So, the organizational failure can be: 

 A EUDAT organizational failure. 
 A service provider organizational failure. 
 A community organizational failure. 

3.1.10. R10: Human Error 

Any informational system needs human resources to survive over time (updates of software and 
hardware are required, human checks must be done, etc.). A LTP system requires human resources and 
institutional engagements to communities as any other informational system. The specificity of a LTP 
system is that these resources and engagements are on a long-term period. 

In EUDAT, the administration of the CDI is done by humans. So, human errors are possible and can affect 
the quality of data and/or services.  
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3.2. Results 

In the risk analysis document and summary provided in Annex B, each policy has been described in as 
much detail as possible. For the risk analysis we have defined nine general policy definitions grouping 
the detailed policy descriptions:  

 Guarantee safety of our digital objects in case of system failure or data corruption,  
 Guarantee readability of data over the time,  
 Guarantee proper and stable identification and resolution of the digital objects and their 

replicas,  
 Guarantee accessibility and understandability (to a target community) of our digital objects 

over time (despite evolutions of OS or reader software),  
 Guarantee the data searched will be found and understandable over time, 
 Guarantee an access of data this is compliant with disciplinary, current law, protection of 

human subjects, ethical norms and codes of conduct for higher education and scientific 
research,  

 Guarantee understandability (by the target community) of the production and preservation 
contexts over time,  

 Provide an access to data even if the current institute would disappear and  
 Guarantee interoperability and facilitate retro engineering (if the system has to be changed). 

By matching the policies against the risk based selection criteria we have constructed a set of matrices, 
Table 2 and Table 3, to show the coverage of the listed risks by the policies we have gathered so far. 

3.3. Summary 

While all risks are covered by at least some policies, the detailed risk analysis document shows that 
there is still room to improve in order to cover all risks.  

The results of the risk analysis provide valuable insight in the policy set we will need to cover all risks. It 
has also shown that the differences between projects, institutions and communities with respect to the 
risk coverage of their set of policies.  

Of course the aim is to test our infrastructure with a set of policies to minimize the data management 
risks as much as possible. Therefore it makes sense to use these results in the policy selection criteria, as 
discussed in the next section. 
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Table 2: Policy vs Risk matrix 
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identification and resolution of the digital 
objects and their replicas 

 
  

 
      

 
  

 

 (P4) Guarantee accessibility and 
understandability (to a target community) 
of our digital objects over time (despite 
evolutions of OS or reader software)   

   
        

 

  

(P5) Guarantee the data searched will be 
found and understandable over time   

 
  

 
      

 

 

 (P6) Guarantee an access of data this is 
compliant with disciplinary, current law, 
protection of human subjects, ethical 
norms and codes of conduct for higher 
education and scientific research       

  
  

 
  

 

 (P7) Guarantee understandability (by the 
target community) of the production and 
preservation contexts over time   

 
  

 
        

 

  

(P8) Provide an access to data even if the 
current institute would disappear               

 

 

  

(P9) Guarantee interoperability and 
facilitate retro engineering (if the system 
has to be changed                 

 

  

Table 2 shows the risks we have introduced in the previous section together with the general policy 
definitions. The matrix indicates with a grey box for each general policy description (listed vertically) 
which risks (listed horizontally) are, to some extent, covered by that policy  
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Table 3: Project or Institution vs Policy matrix 
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(P1) Guarantee safety of our digital objects 
in case of system failure or data corruption                   

(P2) Guarantee readability of data over 
time                   

(P3) Guarantee proper and stable 
identification and resolution of the digital 
objects and their replicas                   

(P4) Guarantee accessibility and 
understandability (to a target community) 
of our digital objects over time (despite 
evolutions of OS or reader software)                   

(P5) Guarantee the data searched will be 
found and understandable over time                   

(P6) Guarantee an access of data this is 
compliant with disciplinary, current law, 
protection of human subjects, ethical 
norms and codes of conduct for higher 
education and scientific research                   

(P7) Guarantee understandability (by the 
target community) of the production and 
preservation contexts over time                   

(P8) Provide an access to data even if the 
current institute would disappear                   

(P9) Guarantee interoperability and 
facilitate retro engineering (if the system 
has to be changed                   

 

Table 3 shows the policies implemented for each of the core communities and for each of the projects 
and institutions used to gather policy descriptions from. If a policy (listed vertically) is indicated (marked 
green) as implemented, it means that there is at least one specific policy, which falls under that 
category. It does not mean the general policy is fully implemented. 
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4. REQUIRED RULES  

A set of selection criteria to choose the policies used to evaluate the infrastructure needs to be defined. 
Each selected policy will then be implemented into a (number of) rule(s) running within the EUDAT 
infrastructure. 

These selection criteria are used to select a manageable number of policies, which we then need to 
implement in the infrastructure we want to test. In order to achieve this goal the selection criteria have 
to fulfill the following requirements: 

 It must be possible to implement and evaluate the selected policies. 
 In order to ensure that the common data services at the base of the EUDAT CDI are capable 

of delivering a trustworthy data curation and long-term preservation service, we want to 
select policies to mitigate the risks as much as possible.  

 The selected policies must be as relevant to the EUDAT services as possible. Currently the 
two services running in (pre) production modus are Safe Replication and Data Staging.  

The work described in this section presents the initial set of selection criteria. However this work will be 
ongoing in the second half of the project, as explained in the Looking ahead section. An update will be 
presented in the final version of this document. 

4.1. Selection criteria 

4.1.1. Categorization 

In order to fulfill the requirement that a policy needs to be implemented and evaluated the following 
criterion has been defined: 

 Is the policy classified as “hard” or “hard and soft”? If the policy is classified as both hard and 
soft we can only implement and evaluate the hard aspects of the policy. 

4.1.2. Risks 

The policy descriptions have shown that a number of risks are mostly covered by hard policies, which we 
are focusing on in this task. These risks are of main interest: Media Decay, Obsolescence, Technology 
Failure, Lack of context and Ambiguous IP State and Natural Disaster. Based on these risks the following 
selection criteria have been formulated: 

 Is media decay taken into account and means to prevent it are undertaken? (policies for 
replication, check summing, periodic integrity and replica accessibility/accessibility checks) 

 Is file format obsolescence prevented? (Policies for list of acceptable file formats, format 
conformity checked upon ingestion, format description preserved) 

 Is hardware and media obsolescence taken into account and a means for avoiding it are in 
place? (Policies for mixing storage technologies) 

 Can the provenance of the data be tracked-back and is the context of the data preserved? 
(Policies for logging the activities/changes, require and provide metadata, automatic 
extraction of metadata, mappings between different metadata schemas are provided, 
validation of the metadata) 

 Are the copyrights and licenses taken into account? (Policies for user authentication, 
managing authorization, limiting user access to a sub-collection she is allowed to) 

 Are the data objects identifiable? (Policies that assign PID to each DO, store DO locations in 
PID) 
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Currently not all risks are covered by these criteria; therefore we are currently in the process of 
extending these criteria. The final list will be presented in the update of this document. 

4.1.3. Requirements 

The last requirement we want to fulfill with the selected policies is to ensure that we are selecting 
policies, which are relevant to the services provided by EUDAT. Currently this means we are focusing on 
Safe Replication and Data staging. 

 Replication of digital objects (DOs) to n data centers 
 Guarantee that objects are uniquely identifiable. 
 Ensure automatic assignment of PIDs to all objects. 
 Ensure checksums are computed on ingest and subsequently when the object is updated.  
 Use the checksums to periodically validate all replicas of a digital object. 

4.2. Granularity  

So far the policy descriptions have been on a general level. The focus has been on the descriptions and 
the risk analysis. During the selection and implementation phase of this task, we expect to get a better 
insight into the required granularity.  

What we can see at this moment is that the granularity will depend on a number of factors: 

 The data organization; this is different per project and/or institution. 
 The policy itself; a number of policies are naturally tied to the digital objects themselves, 

such as policies under the “Guarantee safety of our digital objects in case of system failure or 
data corruption” general policy. Other policies are naturally tied to collections, such as 
policies related to licensing for example. 

Within the EUDAT CDI some aspects of the data organization might be more homogeneous since 
different services impose some requirements on the digital objects. For example, the Safe Replication 
service requires each digital object to have a persistent identifier and associated metadata. Therefore 
we can say that for such a service the required policy granularity will be on the digital object level. 

This leads us to consider assessing the infrastructure on a per service basis. For each service we have to 
make a policy selection and define the required granularity per service, per policy. This will then serve as 
input for the evaluation process. 

4.3. Looking ahead 

The task is currently at the point where we are going to start to apply the selection criteria to the policy 
descriptions, resulting in a selected set of policies. The selected policies then need to be implemented 
and run in the infrastructure in order to evaluate the performance and flexibility of this infrastructure.  

We are discussing how we can (re-)use the test framework setup within task 7.1.1. This test framework 
is based on iRODS and has followed an approach, based on islands, similar to the work related to the 
Safe Replication service. The state of the 7.1.1 test infrastructure at this moment reflects the current 
state of the EUDAT infrastructure and therefore is the logical way forward.  

Although we are focusing on the test framework as it is now, the goal is to move beyond the island-
based approach if we want to thoroughly test the infrastructure. The same holds for new technologies, 
we are focusing on the technologies used at this moment (iRODS), but we have to be aware of new 
promising technologies. 
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As the risk analysis has shown, a number of policies related to access are required if we want to mitigate 
all risks. Currently the infrastructure and services running in this infrastructure have limited functionality 
with respect to authentication and authorization (AAI). Currently it is difficult to foresee how this will 
develop, but we have to take this into account as a risk. The lack of a suitable AAI solution might affect 
the evaluation of AAI related policies. 
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5. CONCLUSION  

We have gathered a total of fifty two policy descriptions from four projects or institutions and the five 
EUDAT core communities. In the risk analysis which has been made, these policies have been related to 
ten risks important for data management: Media decay, Obsolescence, Technology Failure, Lack of 
context, Ambiguous IPR State, Natural disasters, Information attack, Economic failure, Organizational 
failure and Human error. 

A set of general policy descriptions is defined to group each specific policy. Each general policy has been 
compared against the risks in Table 2 and against the project, institution or community to indicate if the 
policy is implemented in Table 3. The results of this analysis provide valuable insight into which risks are 
covered. It is clear from this matrix that not all projects are covering all risks. This is used as input to the 
list of selection criteria.  

We have defined twelve selection criteria fulfilling the following three requirements: 

 It must be possible to implement and evaluate the selected policies. 
 In order to ensure that the common data services at the base of the EUDAT CDI are capable 

of delivering a trustworthy data curation and long-term preservation service, we want to 
select policies to mitigate the risks as much as possible.  

 The selected policies must be as relevant to the EUDAT services as possible. Currently the 
two services running in (pre) production modus are Safe Replication and Data Staging.  

The update of this document (D7.2.2) will contain the results of the policy selection process, the 
evaluation and the improvements. 
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ANNEX A. POLICY DESCRIPTIONS 

A.1. IN2P312 

A.1.1. The environment is extremely heterogeneous both within CC-IN2P3 as well as outside. The 
used solution must handle hardware and middleware heterogeneity. 

Type: soft 

Collaborating sites are spread around the world and are working on any kind of platform (from laptop to 
HPC facility) using a wide range of operating systems (various flavors of Unix/Linux, Mac OSX, Windows). 
and middleware. Examples of used middleware: 

 LHC middleware (LCG, gLite13) 
 SRB 14(Storage Resource Broker) developed by SDSC. 

The solution must collaborate with these environments. 

A.1.2. There is a need for data management virtualization 

Type: soft 

In a distributed environment, there is a crucial need to define a coherent and homogeneous policy 
across the virtual organization, which will be applied in the same way on every storage facility. The 
policy must be defined and automatically enforced on server side, transparently to the end users. iRODS 
accomplish this requirement by its rule system. 

A.1.3. The data must be replicated to prevent accidental data loss. The replication policy must be 
configurable depending on the use case. 

Type: hard 

The data replication policy will differ depending on the use case. The data must be replicated to 
geographically distant locations, but it should be possible to define where the data should/may/may not 
be stored (depending on the project –owner of the data.). Also the number of replicas should be 
configurable and depend on the owner. The replication policy must consider security, legal, economical 
and optimal resource usage aspects. Example policies from CC-IN2P3: 

The BaBar Collaboration15 consists of approximately 600 physicists and engineers from 72 institutions in 
12 countries. iRODS is built on two zones one at SLAC (primary site) and one at CC-IN2P3 (mirror site). 
The SLAC iCAT is updated automatically as newly produced data are registered into the system. One CC-
IN2P3 server is allowed to read the files contained in the SLAC zone. A script running on the CC-IN2P3 
side compares the collections' content of both the SLAC and CC-IN2P3 iCATs. All the missing files are 
then copied to CC-IN2P3. 

The dChooz16 a neutrino experiment is using iRODS for doing data transfer and management between 
the experimental site, CC-IN2P3 which is the main data center, and all the collaborating sites in Europe, 
USA and Japan. 400 TBs of data and simulation are managed by iRODS. dChooz setup consists of two 

                                                             
12 Information provided by Jean-Yves Nief, iRODS usage @ CC-IN2P3 
13 http://glite.cern.ch/ 
14

 Predecessor of iRODS, http://www.sdsc.edu/srb/index.php/ 
15 http://www.slac.stanford.edu/BF/ 
16

 http://www.dchooz.org/ 

http://glite.cern.ch/
http://www.sdsc.edu/srb/index.php/
http://www.slac.stanford.edu/BF/
http://www.dchooz.org/
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zones which are almost independent from one another. CC-IN2P3 zone is the central repository of the 
system: the data coming from the experimental site are pushed into this zone. Clients from batch farms 
connect to this zone in order to retrieve data for analysis processing or to store some derived data 
products or simulated data. Japan collaborators are retrieving the data directly from the CC-IN2P3. US 
collaborators have their own zone hosted at University of Columbia: an iRODS user from the US zone 
retrieves the data from CC-IN2P3 to their zone. And then the data are distributed to the various US sites 
directly from this zone. This solution leverages the network load: only a single stream of transfer is made 
between France and the US. Also the data distribution and management policy in US are independent 
from the one at CC-IN2P3. 

Description 

Objectives Guarantee the data is not lost in case some of the data copies are broken (e.g. the 
hardware failure or the physical medium corruption) 

The data flow is optimized from the point of view of data availability.  

Policies  Make many (at least two) copies to geographically different locations automatically 
– depending on the project. 

 The end users have access to “the closest” data copies. 

Roles n/a 

Formalization 

Depend on the project/end user. 

A.1.4. There should be possibility to aggregate hardware space available at different sites. 

Type: hard 

This should be possible in order to optimal use the existing infrastructure, which is important from the 
economic point of view. Example policy: 

There is one single iRODS zone with several servers in distant locations for biology and neuroscience 
projects. The main aim is aggregation of hardware space available on many sites. 

Description 

Objectives The global storage space is used in optimal way 

Policies  use single iRODS zone for several sites 
 use load-balancing mechanism for locating data copies on different sites 

Roles n/a 

Formalization 

Not available yet. 

A.1.5. The data must be staged between storage types at the back-end in order to take advantage of 
hierarchical storage system. 

Type: hard 

The compound resources contain disk cache resources and a tape archive resource. A script running as a 
cron task is keeping the amount of disk space used by the cache resources below a certain pre-
established threshold: when disk space must be reclaimed, the oldest files on the disk cache are purged 
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until the disk space used goes below the pre-established threshold (to be replaced by new iRODS rule 
engine). Small files are bundled before the migration. The whole mechanism is transparent to the whole 
user  

Description 

Objectives The local storage space is used in optimal way 

Policies  the amount of disk space used by the cache resources is kept below a certain pre-
established threshold 

 small files are bundled before the migration 

Roles n/a 

Formalization 

Not available yet. 

A.1.6. The data must be available, so that the whole infrastructure (hardware and services) must be 
monitored if it is running properly. 

Type: hard 

The checks must be done periodically and if any problem is noticed the administrator must be alarmed 
in order to fix the problem. The system may be also fixed automatically (e.g. by restarting a service) 
whenever it is possible. Example checks to be done: 

 connection/disconnection on the iCAT enabled servers  
 writing/removing some test files on the different physical resources.  

The monitoring in CC-IN2P3 is implemented with Nagios17 and set of its probes run as cron jobs every 30 
min.  

Description 

Objectives Guarantee data availability is not spoiled by infrastructure failure 

Policies  do checks of the system periodically (e.g. every 30 min.) 
 alarm the administrator in case of any problem 
 try to solve the problem automatically where possible 

Roles n/a 

Formalization 

Not available yet. 

A.1.7. The data must be available, so that it is necessary to control and limit the actual resource 
usage (network connections, number of processes, etc.). 

Type: hard 

Connection Control Monitoring System aims in controlling the amount of activity on the servers in order 
to prevent them from being overloaded by requests sent at any given time. Only the number of tasks 

                                                             
17

 http://www.nagios.org/ 
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running in parallel in CC-IN2P3 batch farm can be controlled currently (no control on the connection 
activity from the data grid), which is a potential risk. 

Some of the irodsAgent daemons spawned by the irodsServer to serve the users' request are not 
cleaned if the connection between the client and the server has been interrupted, so that a cleanup 
procedure is needed. This is achieved by killing these processes if they are older than 7 days.  

Description 

Objectives Guarantee data availability is not spoiled by system load 

Policies  kill “lost” server processes that are older than 7 days 
 the number of tasks running in parallel by a single user must not exceed the defined 

limit 

Roles n/a 

Formalization 

Not available yet. 

A.1.8. The integrity of the data must be checked. 

Type: hard 

The control sums are calculated and checked after each data transfer. No periodical checks. 

Description 

Objectives Guarantee data integrity 

Policies  Compute a checksum after each data transfer 
 Store the checksum 

Roles n/a 

Formalization 

Not available yet. 

A.1.9. The data that is no longer needed should be cleaned up in order to not waste space. 

Type: soft 

There is no formal policy in CC-IN2P3, but they are in the process of setting up some formal policies to 
solve this problem. Currently the data cleaning is a responsibility of the end user. 

A.2. REPLIX, MPI-TLA18  

A.2.1. The data producer deposits the research data in a data repository with sufficient information 
for others to assess the scientific and scholarly quality of the research data and compliance 
with disciplinary and ethical norms. 

Type: hard and soft 

                                                             
18

 https://assessment.datasealofapproval.org/assessment_48/seal/html/ 

https://assessment.datasealofapproval.org/assessment_48/seal/html/
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The repository is divided into different sub-repositories. There is a part for research that has been 
conducted by researchers affiliated to the Max Planck Institute for Psycholinguistics, there is a part for 
DOBES endangered language documentation projects and there are parts for other related projects. 
There is also a part for non-related researchers or projects. On the basis of the originating institution or 
organization, a data consumer can make some judgments about the level of trust or about the 
reputation of the depositor. Depositors within the Max Planck Institute are bound to ethical rules 
regarding human subject data from the Max Planck Society. Depositors in a DOBES project are bound to 
ethical rules of the DOBES code of conduct19. The archive does not (and cannot) systematically verify 
whether the data it receives is collected according to these rules. 

Description 

Objectives To provide an access of data this is compliant with disciplinary and ethical norms. 

Policies  The collection of archives is divided in few parts (sub-collections). 
 A user can have an access to one (or few) collections.  
 A user can have an access to a part of a collection or a sub-collection. 
 The rights can be inherited: if a user has an access just to a part of a structured sub-

collection, the access to a low level requires the access to the higher level (e.g. to 
access to collection/sub-collection/object1/appendices requires to access to 
collection/sub-collection/object1). 

 Depositors have to be bound to the correct ethical rules (e.g. Max Planck Society, 
DOBES code of conduct, etc.). 

 The ethical rules have to be checked regularly and, if required, updated. 

Roles Archive manager - the archive manager is responsible for the integrity of the archive 

Archivist and/or lawyer – the archivist (with an optional help from a lawyer) is 
responsible for the compliance with the current law and for the associated update (if 
required). 

Formalization 

Not available yet. 

A.2.2. The data producer provides the research data in formats recommended by the data 
repository. 

Type: hard and soft 

The repository has a list of accepted file formats. Only these formats are accepted by the ingest tool, 
which checks for validity of the ingested resources. Other file formats need to be converted, the 
repository offers advice on how to do this or in some cases does the conversions for the depositor. 

Description 

Objectives Guarantee accessibility of our digital objects over (despite evolutions of OS or reader 
software) 

Policies  Select a list of accepted file formats. 

                                                             
19

https://www.google.nl/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&ved=0CDcQFjAA&url=http%3A%2F%2Fwww.
mpi.nl%2FDOBES%2Fethical_legal_aspects%2FDOBES-coc-
v2.pdf&ei=IGFdUd2gHIGV0AXJ3oDIDg&usg=AFQjCNGg4bE3Z95rJ9B-nK4iJBb8a86f6Q&bvm=bv.44770516,d.d2k 
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 Develop a constant survey on file formats (to update, when it will be required, the 
list of accepted file formats). 

 The file format declaration is required to transfer any data. 
 The file formats are checked by a specific module. Files are rejected if the file 

formats aren’t compliant with their specifications. 
 Develop a conversion tool for data rejected during the ingestion phase. 
 If the conversion is done by the repository (before the ingestion), provide a step for 

validation by the producer (this step would be between the conversion and the 
ingest phases). 

Roles File formats experts 

Data producers 

Archivist (if logical migration is required) 

Formalization 

Not available yet. 

A.2.3. The data producer provides the research data together with the metadata requested by the 
data repository. 

Type: hard and soft 

The data producer is required to provide metadata in the IMDI20 format. Metadata descriptions are 
generally created for bundles of resources that belong together, e.g. an audio recording with its 
transcription. The repository offers tools for the creation of these metadata descriptions and offers 
training on metadata creation. There is a recommendation for a minimum set of metadata fields that 
need to be filled in, but this is not enforced. The technical compliance of the submitted metadata to the 
IMDI schema is validated during ingest. 

Description 

Objectives Guarantee the data searched will be found and understandable over time. 

Policies  Force the fill of metadata fields non optional. 
 Check the quality of metadata with a specific tool (validation of the compliance with 

IMDI format) and a human expert (for the semantic analysis). 
 Integrate the maximum of standards and choice lists in the tools for the creation of 

metadata. 
 Harmonize as much as possible the selection of metadata standards (e.g. use the 

same standard for the metadata <language_of_metadata> and 
<language_of_data>) 

Roles Archivist – the archivist is responsible for the understanding of data over time.  

Formalization 

Not available yet. 

                                                             
20

 http://www.mpi.nl/IMDI/ 
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A.2.4. The data repository has an explicit mission in the area of digital archiving and promulgates it. 

Type: soft 

We have an explicit mission to archive language resources from all around the world, both collected by 
associated researchers as well as researchers who are not affiliated with us. We promote this mission as 
much as possible in international conferences and during training courses that we organize ourselves or 
training courses that we are asked to take part in. The mission goes together with the official possibility 
to store full copies at two computer centers at different locations for which the president of the Max 
Planck Society gives an institutional backing of 50 years of bit-stream preservation. We are working on 
duplicating the archive access framework in those backup locations as well, such that access to the data 
can be provided even if our institute would cease to exist. 

Description 

Objectives Provide an access to data even if the current institute would disappear. 

Policies  Duplicate the archive framework in different locations (such as computer centers) 
which are politically independent from the current institute. 

Roles Archive manager - the archive manager is responsible for the accessibility of the archive 

(Head of the institute and the backup locations) 

Formalization 

Not available yet. 

A.2.5. The data repository uses due diligence to ensure compliance with legal regulations and 
contracts including, when applicable, regulations governing the protection of human subjects. 

Type: soft 

The repository is not a legal entity on its own but is part of the Max Planck Institute for Psycholinguistics 
which in its turn is not a legal entity of its own but part of the Max-Planck-Gesellschaft zur Förderung 
der Wissenschaften. e.V. Eingetragener Verein ("registered association") is its legal status. The 
repository is funded by the MPI for Psycholinguistics, the Max Planck Society (MPG), the Berlin-
Brandenburg Academy of Sciences (BBAW) and the Royal Netherlands Academy of Arts and Sciences 
(KNAW). The repository has agreements with its external depositors about the right to archive the data. 
The depositors themselves are responsible for compliance with any legal regulations in the area where 
the data is collected. Where required by national regulations the archive also signs contracts with 
national/regional institutions. All ethical issues are dealt with by using Codes of Conduct, such as the 
DOBES Code of Conduct for the DOBES part of the archive. The repository enables the depositors to 
restrict access to their resources at various levels. All distributed copies elsewhere are stored under the 
agreement that they are made available under the same access restrictions, if they are made available. 

Description 

Objectives Provide an access to data that is compliant with current law and protection of human 
subjects. 

Policies  Be sure that depositors and/or producers have signed the correct agreements (with 
a clause on the check done about the compliance with legal regulation) 

 Access rights are given for the intellectual entity (1 data = few copies = 1 right code) 
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Roles Archivist – the archivist (with an optional help from a lawyer) is responsible for the 
compliance with the current law 

Formalization 

Not available yet. 

A.2.6. The data repository applies documented processes and procedures for managing data storage. 

Type: hard 

Two copies of every resource are stored within the MPI and at least 4 additional copies are stored in 
different physical locations in Germany21. The storage hardware is being replaced at regular intervals to 
the latest state of the art. Regular checks are performed on archival content to check for file and format 
integrity. The Sun SAM-FS HSM system that is being used for storage also checks for file integrity upon 
file access. The repository will have 2 identical archive access setups at the backup sites in Göttingen and 
Munich, so that in case of an emergency the data can be accessed via one of these sites. 

Description 

Objectives Guarantee safety of our digital objects in case of system failure or data corruption 

Policies  Make a copy of the data in the main repository 
 Make at least two copies to two geographically different locations 
 At each geographically different location make an additional copy 
 Store checksums for each of the copies 
 Check the number of copies periodically 
 Check the integrity of each copy periodically by comparing the checksum against the 

stored value 
 Check that all the copies (or part of copies if writing error) existing on the media are 

mentioned in the database. 
 Mix the media storage technologies: store the copies on different types of media 

(e.g. use an LTO tape on the main repository and a jaguar tape on the second 
replication location) 

Roles Archive manager - the archive manager is responsible for the integrity of the archive 

Formalization 

Not available yet. 

A.2.7. The data repository has a plan for long-term preservation of its digital assets. 

Type: soft and hard 

Besides the steps mentioned at the previous guideline to take care of the bit stream preservation of the 
resources, some measures are taken to enhance the chance of future interpretability of the data. The 
number of accepted file formats is limited, to make future conversions to other formats more feasible. 
As much as possible open (non-proprietary) file formats are used. For textual resources, XML formats 
are used whenever possible, to make future interpretation of the files possible even if the tool that was 
used to create them no longer exists. Text is encoded in Unicode to ensure future interpretability. 

Description 
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Objectives Guarantee accessibility and understandability (to a target community) of data over time. 

Policies  Promote the using of open file formats. 
 Define criteria to accept file formats (e.g. open, standardized, used by a large 

community, free/proprietor...) 
 Select of list of accepted file formats. 
 Develop a constant survey on file formats:  
 to update, when it will be required, the list of accepted file formats; 
 to define the type of checks required on file formats (and eventually develop these 

controls); 
 to trigger the logical migration procedure. 
 The file format declaration is required to transfer any data. 
 Check the file formats by a specific module. Files are rejected if their file formats 

aren’t compliant with their specifications. 
 Define cases where descriptive information (e.g. for textual resources, XML files 

created to ease the future interpretation of data independently of the creation 
context) would be required and define how the preservation format of this 
information.  

 Define a plan for media (e.g. select good media for long term storage, trigger 
physical migration procedures, participate/organize trainings on media…) 

Roles Archivist – the archivist is responsible for the understanding of data over time. 

File formats experts 

Archive manager - the archive manager is responsible for the integrity of the archive 

Formalization 

Not available yet. 

A.2.8. Archiving takes place according to explicit work flows across the data life cycle. 

Type: soft 

There is an abstract standard workflow, but with technological advances there is a large variety of how 
this is applied. The online archive management tool LAMUS defines a workflow to a certain extent, 
because no resources can be archived without metadata being present and without a corpus hierarchy 
being present. The depositor mainly decides what material is being archived; the archive only has 
technical criteria about file formats and encodings. The depositor determines who can access the 
material and is also responsible for protecting the privacy of any subjects appearing in the recordings or 
texts. 

There are no formal criteria in place to decide on when to apply data transformations to the current 
archival formats. More documentation is required to describe various workflow scenarios. 

Description 

Objectives Guarantee understandability (by the target community) of the production and 
preservation contexts over time. 

Policies  Define formal criteria to decide on when to apply data transformations to the 
current archival formats. 

 Describe the workflows applied. 
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 Preserve the description of a workflow as long as the data produced by this 
workflow is preserved in the system. 

Roles File formats experts 

Community representatives – the community representatives are responsible for the 
compliance of the workflow description with the workflow applied.  

Formalization 

Not available yet. 

A.2.9. The data repository assumes responsibility from the data producers for access and availability 
of the digital objects. 

Type: hard 

The archive has signed agreements with external depositors, e.g. for DOBES depositors22. 

Agreements with other external depositors are based on this. 

Depositors within the MPI for Psycholinguistics are contractually obliged to archive their data, so no 
agreements are necessary with them. All archived resources are available online, the access permissions 
are defined by the depositors. The repository will have 2 identical archive access setups at the backup 
sites in Göttingen and Munich, so that in case of an emergency the data can still be accessed via one of 
these sites. 

Description 

Objectives Guarantee accessibility and availability of data.  

Policies  Check that there is a correspondence between agreements signed by the depositors 
and theirs deposit rights. 

 Check that all the Psycholinguistics have archived their data. 
 Make at least two copies to two geographically different locations. These copies 

have to be online.  
 Describe, implement and test a recovery plan. 

Roles Archive manager - the archive manager is responsible for the integrity and accessibility 
of the archive. 

Archivist – the archivist is responsible for the preservation of documents defined as 
important for the research and the History. 

 

Formalization 

Not available yet. 

A.2.10. The data repository enables the users to utilize the research data and refer to them. 

Type: soft 
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The repository23 provides various ways of utilizing the archived data via online tools as well as by 
downloading the data in formats commonly used by the research communities. An advanced metadata 
search utility is provided, as well as a deep search tool for textual content. All metadata can be 
harvested24 via the OAI-PMH25 protocol. Unique persistent identifiers according to the Handle system 
are provided for each archived object. 

Description 

Objectives Guarantee proper and stable identification and resolution of the digital objects and their 
replicas 

Policies  Assign a handle to each DO 
 Store the location for each copy in the handle record 

Roles Archive manager - the archive manager is responsible for the integrity of the archive 

Formalization 

Not available yet. 

A.2.11. The data repository ensures the integrity of the digital objects and the metadata. 

Type: soft 

MD5 checksums are calculated for all objects and checked periodically. The availability of files on the file 
system is checked automatically daily. The availability of the archive access tools is checked 
automatically multiple times a day. The availability of file, web and application servers is monitored 
continuously. New versions of archived resources can be deposited, in which case the old versions will 
be moved to a version archive. In the future these old versions will also be made available to the end 
users but this is currently not yet the case. 

Description 

Objectives Guarantee proper and stable identification and resolution of the digital objects and their 
replicas 

Policies  Compute a MD5 checksum for each DO upon ingest 
 Store the checksum in the handle record 

Roles Archive manager - the archive manager is responsible for the integrity of the archive 

Formalization 

not available yet. 

A.2.12. The data repository ensures the authenticity of the digital objects and the metadata. 

Type: hard 

The repository in principle makes the original deposited objects available in an unmodified way, if the 
objects were in one of the accepted file types and encodings. Additionally, lower quality distribution 
copies of audio and video recordings are made available. New versions of archived resources can be 
deposited, in which case the old versions will be moved to a version archive. Different versions of the 
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same resource are not compared; we assume the depositor has good reasons for depositing a newer 
version. A new version of a resource will get a new persistent identifier; the old version will keep the 
original persistent identifier. Metadata can change if the depositor or archivist sees the need for that, in 
the case of errors or missing information. Changes to the metadata are currently not logged. All archived 
objects are linked to their metadata descriptions and are organized in hierarchical (or multi-rooted) tree 
structures to indicate relationships between objects and sets of objects. The tree structures can change 
if the depositors decide that this is necessary. The identities of the depositors are checked by means of a 
login and password when they deposit material online. Provenance metadata as to who made changes 
to the repository is currently only stored in log files and not shown to the data consumer. 

Description 

Objectives Guarantee authenticity of digital objects and metadata. 

Policies  Any user must be authenticated to be connected to the system (connection to 
deposit, to update or to access to data and metadata). 

 All the actions done on the system (especially actions which have an impact on data, 
metadata or structure tree) have to be logged. We need to know who do what and 
when. 

 These logs have to be preserved in the system as any other data. 
 Show the provenance metadata to the consumer. 

Roles Archive manager - the archive manager is responsible for the integrity of the archive 

Formalization 

Not available yet. 

A.2.13. The technical infrastructure explicitly supports the tasks and functions described in 
internationally accepted archival standards like OAIS. 

Type: soft 

The repository supports the OAIS reference model’s26 tasks and functions, in so far that they are not in 
conflict with the Live Archives27 idea. 

We do not create data packages for Ingest, Archiving and Dissemination for example but we treat each 
archival object separately while maintaining relational links to metadata and other objects. 

The data consumer has direct access to the archived objects via the web, provided that access 
requirements have been met. 

Description 

Objectives Guarantee interoperability and facilitate retro engineering (if the system has to be 
changed). 

Policies  Be compliant with a maximum of archival standards like OAIS. 
 Support the OAIS reference model’s tasks and functions. 

Roles Archive manager - the archive manager is responsible for the integrity of the archive 

Formalization 
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Not available yet. 

A.2.14. The data consumer complies with access regulations set by the data repository. 

Type: hard 

Most of the data in the repository is protected; an account is necessary to get access to the data. For 
some data sets, explicit permission from the depositor is needed. For a large part of the data, the data 
consumer needs to agree with a code of conduct, which also contains licensing terms. Some corpora 
have Creative Commons licenses applied to them. If the data consumer does not comply with the access 
regulations, the only thing that can be practically done is to deny him/her further access and to make 
the research community aware of the misuse28.  

Description 

Objectives Guarantee respect of access rights. 

Policies  Any user must be authenticated to be connected to the system (connection to 
deposit, to update or to access to data and metadata). 

 Access to data has to be logged. 
 The system mustn’t provide access to data with specific restriction rights if the user 

isn’t explicitly authorized.  

Roles Archive manager - the archive manager is responsible for the integrity of the archive 

Formalization 

Not available yet. 

A.2.15. The data consumer conforms to and agrees with any codes of conduct that are generally 
accepted in higher education and scientific research for the exchange and proper use of 
knowledge and information. 

Type: soft 

There are a number of specific codes of conduct that are applicable to parts of the repository, e.g. the 
DOBES code of conduct. The codes of conduct are in line with generally accepted codes of conduct for 
research data in the Netherlands. Users need to agree with the codes of conduct before they get access 
to the data29. 

Description 

Objectives Guarantee compliance with codes of conduct for higher education and scientific 
research. 

Policies  Check the agreement of users with the codes of conduct for research data (during 
the login attribution procedure for example). 

Roles Archivist – the archivist (with an optional help from a lawyer) is responsible for the 
compliance with the current law and code of conduct. 
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Formalization 

Not available yet. 

A.2.16. The data consumer respects the applicable licenses of the data repository regarding the use of 
the research data. 

Type:  

If applicable, the data consumer is made aware of usage restrictions for the data she/he has gotten 
access to. Generally the usage restrictions are already described in the codes of conduct. For some data, 
explicit statements need to be made by the data consumer about the usage of the data before he/she 
gets access. The depositor then decides on whether access is granted or not. In case of misuse, the only 
thing that can be practically done is to deny the user further access to the repository and to make the 
research community aware of the misuse30. 

Description 

Objectives Guarantee respect of access rights. 

Policies  See the policies mentioned in the paragraph number 14.  

Roles Archive manager - the archive manager is responsible for the integrity of the archive 

Formalization 

Not available yet. 

A.3. Diamond / PanData31,32,33 

A.3.1. Access control for public research results 

Type: hard 

Access to raw data and the associated metadata obtained as a result of publically funded access to the 
research facilities is restricted to the experimental team for a period of three years after the end of the 
experiment. Thereafter, all raw data and the associated metadata are open access, with the research 
facility acting as the custodian.  

Description 

Objectives Limit data access for specified period of time 

Policies  Restrict data access to the owner for 3 years 
 Open the access after 3 years 
 the above period may be prolonged by the director of ISIS on a special request 

Roles  The data owners (principal investigator and experiment team) 
 All users 
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Formalization 

rule.setCrudFlags("R"); 

rule.setWhat("Investigation [releasedate] < Now AND  

      InvestigationType <> ‘commercial’"); 

A.3.2. Access control for proprietary (commercial) research results 

Type: hard 

All raw data and the associated metadata obtained as a result of proprietary research will be owned 
exclusively by the client who purchased the access. Proprietary users must agree with the facility 
management how they wish their raw data and metadata to be managed before the start of any 
experiment.  

Description 

Objectives Limit data access to the data owner 

Policies  The data access may be granted to anyone only on a request of the data owner 

Roles  The data owners (principal investigator and experiment team) 
 All users 

Formalization 

Not available yet. 

A.3.3. Delegating permissions 

Type: hard  

Access to the results of analyses performed on raw data and metadata is restricted to the person or 
persons performing the analyses, unless otherwise requested by those persons. So that, the data owner 
must have possibility to grant other users access. 

Description 

Objectives Allow a data owner to grant other users access to their data 

Policies  Create a group and a rule per investigation 

Roles  The data owner (principal investigator) 
 The user requesting the access 

Formalization 

Not available yet. 

A.3.4. The data is accompanied with the metadata 

Type: hard 

The metadata is necessary to identify the data sets and to store any information connected to the 
experiment (time, instrument data, any additional scientific data). 

It is the responsibility of the principal investigator to ensure that the experiment number is correctly 
entered into the metadata for each raw data set, in order to correctly associate each data set with the 
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principal investigator. If this is not done, the experimental team will not be able to access the data via 
the on-line catalogue and other users may inadvertently be given access rights to the data.  

Metadata that is automatically captured by instruments will be curated either within the raw data files, 
within an associated online catalogue, or within both. 

See also policy related to the data format. 

Description  

Objectives Data identification 

Policies  associate experiment number with the data set (data owner) 
 the unassigned data set may be accessed by any other user 
 automatically captured metadata will be curated either within the raw data files, 

within an associated online catalogue, or within both 
 enter any other metadata (data owner) 

Roles  The data owner (principal investigator) 
 All users 

Formalization 

Not available yet. 

A.3.5. Each data set have a unique identifier 

Type: soft 

Each data set will have a unique identifier. Anybody providing data with the same identifier must make 
sure that the copy is identical to the data in the facility database. Anybody publishing results based on 
open access data must quote the same identifier (and related publications if available & appropriate).  

The policy become hard after clarifying who or how assign the UIDs. 

A.3.6. Access to raw data and metadata is possible via a searchable on-line catalogue. 

Type: soft 

The online catalogue is a computer database of metadata containing links to raw data files, that can be 
accessed by a variety of methods, including (but not limited to) web-based browsers.  

Access to the on-line catalogue of the facility will be either open access or restricted to those who are 
registered users of the on-line catalogue.  

A.3.7. The once captured data is read only 

Type: hard 

Once captured, data will be read-only for the duration of its life-time. 

Description  

Objectives Data is immutable 

Policies  the data is read only 

Roles n/a 
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Formalization 

Not available yet. 

A.3.8. The data must be migrated from instrument-related computers to archives  

Type: soft 

Data will be stored initially on instrument-related computers, and will be migrated or copied to archival 
facilities for long-term curation.  

The policy will become hard after specifying conditions of the migration (related to time, volume, etc.) 

A.3.9. The data must be stored for long term 

Type: hard  

The term long-term means a minimum of 5 years and facilities will thrive for 10 years. This may 
obviously depend on the type and volume of data concerned and the economical con-sequences 
associated to long-term data storage. Thus the facility reserves the right to re-strict the storage periods 
in consultation with the respective communities for high data rate instruments. 

Description 

Objectives Guarantee long term data storage 

Policies  The guaranteed period of the data preservation depends on: 
 type of the data 
 volume 
 economical con-sequences 

Roles n/a 

Formalization 

Not available yet. 

A.3.10. The data must be stored in well defined format in files, online catalogue or both 

Type: soft  

All raw data will be curated in well-defined formats, for which the means of reading the data will be 
made available by the facility. The data format recommended by PaN-data for the raw data is 
NEXUS/HDF5, which in addition to the detector data includes administrative metadata, instrument 
metadata and scientific metadata. 

A.3.11. Upload data to facility 

Type: hard 

Each facility provides means to upload data and metadata and associate them with the data collected by 
the facility. The upload of results and associated metadata may be subject to volume restrictions. The 
data is stored long-term and fully curated by the originating facility, but not by any facility. 
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Description  

Objectives Limit responsibility of non-originating facility. 

Policies  The facility provides means to upload data and metadata and associate them with 
the data collected by the facility  

 Restrict volume of stored data 
 The non-orgin facility is not responsible for the full data curation (data 

manipulation, accidental data loss or unavailability). 

Roles  The data owners 
 Other users 

Formalization 

Not available yet. 

A.3.12. Good practices in metadata curation 

Type: soft 

The experimental team is encouraged to ensure that experiments metadata are as complete as possible. 
Each facility undertakes to provide means for the capture of such metadata items that are not 
automatically captured by an instrument. Researchers who carry out analyses of raw data and metadata 
should inform the primary investigators and acknowledge the source of the data in their publications 
and link the source data (its unique id) in the metadata of results. The researchers are encouraged to 
make the results public. 

Description 

Objectives  Make metadata as usable as possible. 
 Support fair collaboration between researchers 

Policies  Ensure the metadata is complete 
 Acknowledge the source of used data 
 Link original data to results 
 Make the results public 

Roles  Primary investigators 
 Researchers who analyze results obtained by primary investigators 

Formalization 

Not available yet. 
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A.4. ILL34 

A.4.1. Access to raw data and associated metadata 

Type: Hard and Soft 

Description 

Objectives Provide access to raw data and associated metadata 

Policies 3.1.1 [HARD] All raw data and the associated metadata obtained as a result of publically 
funded access to the research facilities are open access, with the research facility acting 
as the custodian.  

3.1.2 [SOFT] All raw data and the associated metadata obtained as a result of proprietary 
research will be owned exclusively by the client who purchased the access. Proprietary 
users must agree with the facility management how they wish their raw data and 
metadata to be managed before the start of any experiment. 

3.1.3 [SOFT] Data from CRG instruments measured during ILL beam time will be subject 
to the same rules as data from ILL instruments. 

Roles Facility Manager 
Users 

Formalization 

Not available yet 

A.4.2. Curation of raw data and associated metadata 

Type: Hard 

Description 

Objectives Guarantee Curation of raw data and associated metadata 

Policies 3.2.1 [HARD] All raw data will be curated in well-defined formats, for which the means of 
reading the data will be made available by the ILL.  

3.2.2 [HARD] Metadata that is automatically captured by instruments will be curated 
either within the raw data files, within an associated on-line catalogue, or within both.  

3.2.3 [HARD] Data will be read-only for the duration of its life-time.  

3.2.4 [HARD] Data will be migrated or copied to archival facilities for long-term curation.  

3.2.5 [HARD] It is planned that each data set will have a unique identifier. Anybody 
providing data with the same identifier must make sure that the copy is identical to the 
data in the facility database. Anybody publishing results based on open access data must 
quote the same identifier (and related publications if available & appropriate).  

Roles Facility Manager 

Formalization 

Not available yet 
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A.4.3. Access to raw data and metadata 

Type: Hard and Soft 

Description 

Objectives Guarantee Access to raw data and metadata 

Policies 3.3.1 [SOFT] Access to raw data and metadata in the facility is foreseen to be available 
via a searchable on-line catalogue.  

3.3.2 [HARD] Access to the on-line catalogue of the facility will be restricted to those 
who are registered users of the on-line catalogue. Downloading of data will be logged 
and the information made available to the PI.  

3.3.3 [HARD and SOFT] Access to raw data and the associated metadata obtained from 
an experiment is restricted to the experimental team for a period of 3 years after the 
end of the experiment. From 3 years to 5 years after the end of the experiment people 
from outside the designated experimental team may request to access the data, in such 
situation, the facility management in coordination with PI will study the release of the 
access. Any PI that wishes his data to remain restricted access for a longer period will be 
required to make a special case to the respective facility management. Data can always 
be made openly accessible earlier on simple request of the PI.  

A limited subset of metadata will be available immediately on completion of 
experiments.  

If data can only be stored at the facility for less than three years, then access is exclusive 
to the PI up to the end of the storage period.  

3.3.4 [SOFT] It is the responsibility of the PI to ensure that the experiment number is 
correctly entered into the metadata for each raw data set, in order to correctly associate 
each data set with the PI. If this is not done, the experimental team will not be able to 
access the data via the on-line catalogue or other users may inadvertently be given 
access rights to the data.  

3.3.5 [SOFT] Appropriate ILL staff (e.g. instrument scientists, computing group members) 
has access to any ILL curated data or metadata for ILL related purposes. ILL will 
undertake the preservation of the confidentiality of such data.  

3.3.6 [HARD] The on-line catalogue will enable the linking of experimental data to 
experimental proposals. Access to proposals will only ever be provided to the 
experimental team and appropriate facility staff, unless otherwise authorized by the PI.  

3.3.7 [SOFT] The PI has the right to transfer or grant parts or all of his rights to another 
registered person.  

3.3.8 [SOFT] The PI has the right to create and distribute copies of his raw data.  

Roles PI 
Facility Manager 
ILL Staff 

Formalization 

Not available yet 
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A.4.4. Ownership of results 

Type: Soft 

Description 

Objectives Ownership of the results 

Policies 4.1.1 [SOFT] Ownership of all results (intellectual property) derived from the analysis of 
the raw data is determined by the contractual obligations of the person(s) performing 
the analysis. 

Roles  

Formalization 

Not available yet 

A.4.5. Curation of results  

Type: Hard and Soft 

Description 

Objectives Curation of results 

Policies 4.2.1 [HARD] Each facility will provide a means for users to upload results and associated 
metadata to the facility and enable them to associate these results with raw data 
collected from the facility.  

4.2.2 [HARD] The upload of results and associated metadata may be subject to volume 
restrictions.  

4.2.3 [SOFT] These results will be stored long-term by the ILL. It will not be the 
responsibility of the ILL to fully curate this data e.g. to ensure that software to read / 
manipulate this data is available.  

4.2.4 [SOFT] The ILL cannot be made liable in case of unavailability or loss of data.  

4.2.5 [SOFT] The facility cannot be made liable in case of unavailability or loss of data 
analysis software.  

Roles  

Formalization 

Not available yet 

A.4.6. Access to results  

Type: Hard 

Description 

Objectives Access to results 

Policies 4.3.1 [HARD] Access to the results of analyses performed on raw data and metadata is 
restricted to the person or persons performing the analyses, unless otherwise requested 
by those persons. However, if the raw data being analysed is still restricted, access to the 
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analysis results must be granted to the PI on request.  

Roles PI, Users 

Formalization 

Not available yet 

A.4.7. Good practice for metadata capture and results storage 

Type: Hard and Soft 

Description 

Objectives Good practice for metadata capture and results storage 

Policies 5.1.1 [SOFT] The experimental team is encouraged to ensure that experiments metadata 
are as complete as possible, as this will enhance the possibilities for them to search for, 
retrieve and interpret their own data in the future.  

5.1.2 [HARD] The ILL undertakes to provide means for the capture of such metadata 
items that are not automatically captured by an instrument, in order to facilitate 
recording the fullest possible description of the raw data.  

5.1.3 [SOFT] Researchers who aim to carry out analyses of raw data and metadata which 
are openly accessible must, when possible, contact the original PI or their designate 
(3.3.7) to inform them and suggest a collaboration if appropriate. Researchers must 
acknowledge the source of the data and cite its unique identifier and any publications 
linked to the same raw data.  

5.1.4 [SOFT] PIs and researchers who carry out analyses of raw data and metadata are 
encouraged to link the results of these analyses with the raw data / metadata using the 
ILL provided by the on-line catalogue. Furthermore, they are encouraged to make such 
results openly accessible.  

Roles PI, users (researchers), experimental team 

Formalization 

Not available yet 

A.4.8. Publication information 

Type: Soft 

Description 

Objectives Publication information 

Policies 6.1.1 [Soft] References for publications related to experiments carried out at the 
facilities must be deposited in a publications database within 3 months of the 
publication date, or during any new application for beamtime, whichever is the earlier. 

Roles  

Formalization 

Not available yet 
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ANNEX B. RISK ANALYSIS 

Guarantee safety of our digital objects in case of system failure or data corruption 
Type of policy: HARD 

Id. Subpolicies 

1 [Type: HARD] Make at least two copies to two geographically different locations 

2 [Type: HARD] At each geographically different location make an additional copy 

3 [Type: HARD] Store checksums for each of the copies 

4 [Type: HARD] Check the integrity of each copy once per 24 hours by comparing the checksum 
against the stored value 

5 [Type: HARD] Check the integrity of each copy once a year by comparing the checksum against 
the stored value 

6 [Type: HARD] Check that all the copies (or part of copies if writing error) existing on the media are 
mentioned in the database 

7 [Type: HARD] Mix the media storage technologies: store the copies on different types of media 
(e.g. use an LTO tape on the main repository and a jaguar tape on the second replication location) 

25 [Type: HARD] Check the number of copies once per 24 hours  

26 [Type: HARD] Check the number of copies once a year 

26 [Type: HARD] Check the number of copies once a year 

63 [Type: HARD] Make a copy of the data in the main repository 

 

Guarantee readability of data over time 
Type of policy: SOFT 

Id. Subpolicies 

8 [Type: SOFT] Define a plan for media (e.g. select good media for long term storage, trigger 
physical migration procedures, participate/organize trainings on media…) 

9 [Type: SOFT] Develop a constant survey on hardware 

 

Guarantee proper and stable identification and resolution of the digital objects and their replicas 
Type of policy: HARD 

Id. Subpolicies 

10 [Type: HARD] Compute a MD5 checksum for each DO upon ingest 

11 [Type: HARD] Compute a MD5 checksum for each DO upon ingest 

12 [Type: HARD] Compute a checksum for each DO upon ingest 

28 [Type: HARD] Store the checksum (of the DO) in the handle record 
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64 [Type: HARD] Assign a PID to each DO 

65 [Type: HARD] Assign a PID to each sub-part of the DO 

66 [Type: HARD] Store the location for each copy in the handle record 

 

Guarantee accessibility and understandability (to a target community) of our digital objects over 
time (despite evolutions of OS or reader software) 
Type of policy: SOFT and HARD 

Id. Subpolicies 

16 [Type: SOFT] Define criteria to accept file formats (e.g. open, standardized, used by a large 
community, free/proprietor...) 

17 [Type: HARD] Select a list of accepted file formats  

18 [Type: SOFT] Develop a constant survey on file formats:  
 to update, when it will be required, the list of accepted file formats; 
 to define the type of checks required on file formats (and eventually develop these controls); 
 to trigger the logical migration procedure. 

19 [Type: HARD] The file formats are checked by a specific module. Files are rejected if the file 
formats aren’t compliant with their specifications 

20 [Type: SOFT] Promote the using of specified AND open file formats 

21 [Type: SOFT] Define formal criteria to decide on when to apply data transformations to the 
current archival formats 

22 [Type: HARD] Preserve the file format description in the same conditions than data 

27 [Type: HARD] If the conversion is done by the repository (before the ingestion), provide a step for 
validation by the producer (this step would be between the conversion and the ingest phases) 

29 [Type: HARD] Develop a conversion tool for data rejected during the ingestion phase 

31 [Type: SOFT] The file format declaration is required to transfer any data 

32 [Type: SOFT] Promote the using of open file formats 

33 [Type: SOFT] Promote the using of specified file formats 

34 [Type: SOFT] Define cases where descriptive information (e.g. for textual resources, XML files 
created to ease the future interpretation of data independently of the creation context) would be 
required and define the preservation format of this information 
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Guarantee the data searched will be found and understandable over time 
Type of policy: SOFT and HARD 

Id. Subpolicies 

23 [Type: HARD] Separate metadata from data: extraction of metadata done during the ingestion 
phase (if metadata are encapsulated in the data file) 

24 [Type: SOFT] Promote using open source tools to create/generate metadata 

36 [Type: HARD] Encourage producers to complete the more metadata as possible / Force the fill of 
metadata fields non optional 

37 [Type: HARD] Check the quality of metadata with a specific tool (validation of the compliance 
with IMDI, DDI, TEI, CDISC formats)  

38 [Type: SOFT] Check the quality of metadata with a human expert (for the semantic analysis) 

39 [Type: SOFT] Support different types of metadata (i.e. few metadata standards) 

40 [Type HARD] Provide data and metadata exports that are compliant with current standards 

41 [Type: SOFT] Optimize running of the relationships between different DO (i.e. make uniform the 
relationship management to have unequivocal and more performance relationships) 

42 [Type: SOFT] Optimize running of the relationships between different components of the DO (i.e. 
make uniform the relationship management to have unequivocal and more performance 
relationships) 

43 [Type: SOFT] Optimize running of the versioning (data and metadata) 

44 [Type: HARD] Provide an access to metadata even if they are not compliant with the standard 

45 [Type: SOFT] Organize data according to the community file plan (a file plan is a classification 
scheme describing different types of files maintained in an office, how they are identified, where 
they should be stored, how they should be indexed for retrieval, and a reference to the approved 
disposition for each file) 

68 [Type: SOFT] Integrate the maximum of standards and drop-down lists in the tools for the 
creation of metadata 

69 [Type: SOFT] Harmonize as much as possible the selection of metadata standards (e.g. use the 
same standard for the metadata <language_of_metadata> and <language_of_data>) 

70 [Type: SOFT] Check that the quality assessment of data is carried out based on CMIP5 (QC-L3) 

71 [Type: SOFT] Check that some QA assessments have been agreed (by data centers / providers) 

72 [Type: HARD] Provide mapping between different metadata standards used 
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Guarantee an access of data this is compliant with disciplinary, current law, protection of human 
subjects, ethical norms and codes of conduct for higher education and scientific research  
Type of policy: SOFT and HARD 

Id. Subpolicies 

30 [Type: HARD] All the actions done on the system (especially actions which have an impact on 
data, metadata or structure tree) have to be logged. We need to be able to know who do what 
and when. These logs have to be preserved in the system as any other data 

35 [Type: HARD] Show the provenance metadata (who made changes) to the consumer 

48 [Type: HARD] A user can have an access to one (or few) collections 

49 [Type: HARD] A user can have an access to a part of a collection or a sub-collection. 

50 [Type: HARD] The rights can be inherited: if a user has an access just to a part of a structured sub-
collection, the access to a low level requires the access to the higher level (e.g. to access to 
collection/sub-collection/object1/appendices requires to access to collection/sub-
collection/object1) 

51 [Type: SOFT or HARD if the identifier of the rules signed is required] Depositors have to be bound 
to the correct ethical rules (e.g. Max Planck Society, DOBES code of conduct, etc.). 

52 [Type: SOFT] The ethical rules have to be checked regularly and, if required, updated. 

53 [Type: SOFT] Check the agreement of users with the codes of conduct for research data (during 
the login attribution procedure for example) 

54 [Type: HARD] Any user must be authenticated to be connected to the system (connection to 
deposit, to update or to access to data and metadata) 

55 [Type: SOFT] Check that there is a correspondence between agreements signed by the depositors 
and theirs deposit rights 

56 *Type: HARD+ The system mustn’t provide access to data with specific restriction rights if the user 
isn’t explicitly authorized 

57 [Type: HARD] Access to data has to be logged 

58 *Type: if the identifier of the rules signed is required then it’s HARD else it’s SOFT+ Be sure that 
depositors and/or producers have signed the correct agreements (with a clause on the check 
done about the compliance with legal regulation) 

59 [Type: HARD] Access rights are given for the intellectual entity (1 data = few copies = 1 right code) 

60 [Type: SOFT] Check that data are anonymized or pseudonymized (manual check done during the 
ingest phase and/or legal contract signed by depositors) 

67 [Type: HARD] The collection of archives is divided in few parts (sub-collections) 
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Guarantee understandability (by the target community) of the production and preservation contexts 
over time 
Type of policy: SOFT 

Id. Subpolicies 

13 [Type: SOFT] Describe the workflows applied  

14 [Type: SOFT] Describe the tools used 

15 [Type: SOFT] Preserve the description of a workflow (and/or tool) as long as the data produced by 
this workflow (and/or tool) is preserved in the system 

46 [Type: SOFT] Identify and preserve the community knowledge base at a certain point in time 

47 [Type: SOFT] Initiate the description of a link between documentation (on tools and/or 
workflows) and the archives (or collection of archives). This link allows knowing which tool and/or 
workflow had generated a document done. 

 

Provide an access to data even if the current institute would disappear 
Type of policy: SOFT and HARD 

Id. Subpolicies 

61 [Type: HARD] Duplicate the archive framework in different locations (such as computer centers) 
which are politically independent from the current institute 

62 [Type: SOFT and HARD] Describe, implement and test a recovery plan 

75 [Type: SOFT] Check that all the depositors/Psycholinguistics have archived their data (obligation 
to deposit their research data) 

 

Guarantee interoperability and facilitate retro engineering (if the system has to be changed 
Type of policy: SOFT 

Id. Subpolicies 

73 [Type: SOFT] Be compliant with a maximum of archival standards like OAIS 

74 *Type: SOFT+ Support the OAIS reference model’s tasks and functions 
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ANNEX C.  GLOSSARY 

AAI Authentication and Authorization Infrastructure 

CDI EUDAT Collaborative Data Infrastructure 

CLARIN Common Language Resources and technology Initiative. An ESFRI project in the 
Social Sciences and Humanities domain. 

Curation Provision of domain-dependent contextual support for permanent access to the 
meaning of data – including metadata, lexica, etc 

Curation and 
Preservation 

The process of ensuring that data can be re-used over time. 

DO Digital object 

DTD Document Type Definition 

ENES European Network for Earth System Modelling 

EPOS European Plate Observing System. An ESFRI project in the Environmental 
Sciences domain. 

FP7 Seventh Framework Program 

ILL An ESFRI project in the Materials and Analytical Facilities domain. 

iRODS Integrated Rule-Oriented Data System 

LifeWatch E-Science and Technology Infrastructure for Biodiversity Data and 
Observatories. An ESFRI project in the Environmental Sciences domain.  

LTO Linear Tape-Open 

LTP Long Term Preservation 

OAIS Open Archival Information System 

PID Persistent Identifier 

Preservation Provision of generic support for permanent access to ‘physical’ data – the bits 
and bytes – including storage, replication, provenance, etc 

RDA Research Data Alliance 

RI Research Infrastructure 

SRB Storage Resource Broker 

VPH Virtual Physiological Human Initiative 

XSD XML Schema Definition 

 

 


