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EXECUTIVE SUMMARY 

The purpose of WP6 “Operations” is to make the Collaborative Data Infrastructure available for 
scientists and researchers by integrating and reliably operating services on top of distributed resources 
which are provided in a coordinated way. A collaborative operational and support infrastructure is 
established following best practices and in compliance with widely accepted standards and guidelines in 
the domain of security and quality assurance. 

This document reports about the initial work and the achievements having been made during the first 
six project months. With regard to the topics for this deliverable and in accordance with the EUDAT 
description of work the major results are: 

1. The M5 milestone MS13 “Services for collaboration and communication available” was timely 
reached in February 2012: a wiki and task tracking service is available, a central versioning 
system is provided, a central video conferencing system is available as well as the EUDAT Web 
server. The web server, wiki and the video conferencing are in use since the beginning of the 
project. 

2. The operations team has started its work in February 2012. Since then, WP6 task leaders, site 
and community deputies are meeting every two weeks. 

3. Storage, network and compute resources are provided by the first five centres in a coordinated 
way, starting with hosting the first services. 

4. Resources are regularly provided and used for test environments. 
5. With the GOCDB, a candidate for the site and service registry has been installed as a test 

instance. Customizations and adaptations are supported by the GOCDB developers at STFC. 
6. A first security plan has been drafted for EUDAT, and a list of site security contacts (site security 

officers, site security managers) has been set up. 
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1. INTRODUCTION 

The overall purpose of WP6 (Operations) is to make the collaborative data infrastructure available by 
integrating and reliably operating services on top of storage, compute and network resources which are 
provided in a coordinated way by geographically distributed data centres. The integration of services 
and resources as well as the necessary activities on support, security and quality assurance is a 
collaborative task. 

In the course of the project, an operational and support1 infrastructure will be established in accordance 
with best practices and in compliance with widely accepted standards and guidelines in the domain of 
security and quality assurance. This will be done step by step with particular regard to the needs of the 
communities which are engaging in EUDAT. Best practices and building blocks from existing e-
infrastructures will be taken into account. 

 

Figure 1: Operations and its coordinating activities 

Figure 1 depicts the major coordinating activities2 (tasks) which are addressed by WP6 (operations). 
These are on the one hand the coordinated provisioning of resources and services, that is, the 
provisioning of hardware, system platforms as well as for example operational, data management or 
application services running on top of the resources. On the other hand, activities such as support (user 
support with user documentation, integration support of new centre), the operational security and 
quality assurance are addressed. All these activities are coordinated via an operations team. 

The overall objectives of the work package are 

 to design and implement a federated collaborative data infrastructure with interfaces for cross-
site, cross-community operation providing data management services (including long-term 
data preservation) for its users, 

 to ensure reliability, 24h/7d availability and accessibility of the shared services, with 
operational security, data integrity and compliance with stakeholder requirements and policies, 

                                                           
1 If support is not explicitly mentioned it is seen as a part of operations. The same is true for security and quality assurance. 
2 In the following we will not differentiate sub-tasks which are assigned to tasks and the tasks themselves. Therefore the term 

activity is also used synonymously here. 
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 to encourage and support activities designed to add value to the collaborative data 
infrastructure such as integration of community services into the framework of the EUDAT 
Collaborative Data Infrastructure. 

Most of the activities of WP6 have started during the first 6 months. The overall agenda of operations is 
determined by the (community) requirements which are raised step by step in the course of the project 
and by the availability of production-ready services. However, some operational and policy aspects as 
well as technological solutions (e.g., service hosting environments) can already be anticipated and 
preparations can be made in order to be ready to put the services and service infrastructures, which are 
being built by WP5, into productions in a most efficient way. As it was planned before, mainly five sites 
were actively involved in the WP6 activities for first 6 months, while all partners are kept in the 
communication loop. 

During these first months, the communication and working structure within WP6 has been set up via 
face-to-face meetings, video conferences, mailing lists and the wiki. Figure 2 shows part of the WP6 
entry page on the EUDAT wiki. It indicates the current structure of this collaborative workspace that is 
also accessible and useful for the collaboration between the work packages. 

 

Figure 2: Operations entry page on the EUDAT Wiki 

WP6 intensified the collaboration with WP4 (requirements analysis) and particularly with WP5 (service 
building). This is important since production services are expected to be in operation before month 12. 
An early involvement of WP6 in the requirement gathering and services building process allows for 
anticipating requirements and expectations from researcher communities which is a prerequisite for 
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providing a good operational service. Based on these requirements on services and resources, the 
provisioning of a service hosting framework (SHF) was initiated. This framework allows service 
integrators (WP5) and providers (WP6) to obtain requested virtual or physical machines with sufficient 
storage capacities in a collaborative way across EUDAT. The resources made available via the Service 
Hosting Framework (SHF) are useful also for the test environments which are built by WP5 and WP7. At 
present, all the five sites which are currently scheduled for resource and service provisioning have 
established the adequate communication procedures and are participating in the coordinated 
framework for provisioning (data) service hosting capacities.  

Section 2 outlines the approach and work of general operations, namely the coordination of the work 
package tasks and the collaboration with other work packages. Section 3 describes the approach and 
initial achievements of service provisioning and resource provisioning (task 6.2 and 6.3). For instance, the 
milestone (MS13) Services for collaboration and communication available that was timely reached in 
February 2012: the web server, wiki and video conferencing system are used since the beginning of the 
project. Section 4 reports about the preparatory work on operational security and quality assurance, 
including the draft of a security plan for EUDAT, and finally, section 5 presents the planned work for the 
coming 6 months. 

Particularly it is reported about the status and progress having been made with  

1. the setup and approach of the operations team (section 2.1), 
2. the evaluation of a site registry (section 2.3), 
3. the service provisioning and management process in case of service requests, 
4. the provisioning of support services such as trouble ticket system and the initial design of a 

monitoring infrastructure (section 3.4.3), 
5. services provided for internal and general collaboration (Milestone MS13, see section 3.4.4),  
6. the provisioning of a persistent identifier service as one of the first core services (section 3.4.2), 
7. the provisioning of resources and management process in case of resource requests, with a 

focus on a framework for service hosting (section 3.5), 
8. the provisioning of resources for test environments (section 3.5.3), 
9. the EUDAT security plan (Annex C) and the initial activities on operational security (section 4). 
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2. GENERAL OPERATIONS 

The task of General Operations defines the role of the federated operations team that is coordinating 
the work across the major WP6 activities (Figure 1). It contributes to the design of the federated 
collaborative data infrastructure with emphasis on operations and support, and it ensures the 
communication flow between the WP6 tasks 

T6.1 General operations, integration of service providers and support services 
T6.2 Provision of federated services 
T6.3 Coordinated provision of resources 
T6.4 (1) Operational security, (2) Quality assurance 

These tasks are reflecting the departmental structure of an idealized3 data centre (Figure 3).  

2.1. General operations and the collaboration with WP4, WP5 and WP7 

The pace and direction of the progress being made by WP6 in the first project year, the provisioning of 
resources, the deployment of services and the setup of the operational and support infrastructure with 

 site information management (site registry providing site-specific information) 
 service monitoring 
 user documentation 
 change management 
 issue tracking, problem management 

depend on the organizational requirements but also on the maturity of services being built and handed-
over from WP5. This implies the particular necessity of a close collaboration between WP5 and WP6, 
especially during the startup phase of the project.  

2.1.1. 1st EUDAT technical meeting with dedicated WP6 sessions 

Therefore, WP6 organized in cooperation with WP5, WP4 and WP7 a technical meeting which was 
hosted by RZG on 6-7 December 2011 with about 50 attendees who contributed with 40 documented 
presentations - many technical experts from communities and centers involved in WP5 and WP6. The 
conference allowed to obtain an overview about the data services and related technologies, enabling 
services (access management, accounting, monitoring, ticketing services such as Jira, GGUS, and RT) 
used at EUDAT sites as well as on standards for security and quality assurance. This face to face meeting 
initiated and intensified the collaboration of the participants who are involved in WP6. The sessions on 
Resource Provisioning, Collaborative tools, Security and Quality Assurance as well as about the site 
Registry, Monitoring and Helpdesk facilities were especially dedicated to WP6. 

2.1.2. Task forces 

EUDAT has implemented task forces on the Safe Data Replication and Data Staging in order to drive the 
rapid prototyping (service building) and implementation of these community service cases forward. 
Another task force is working in the prototyping of an AAI solution for EUDAT. These taskforces are 
chaired by Morris Riedel (JUELICH), Giuseppe Fiameni (CINECA) and Jens Jensen (STFC) and are managed 
by WP5 in close collaboration with WP6. WP6 is also involved by  

 making sure that basic requirements from operations are taken into account, 
 providing resources for the test and pre-production environments, 

                                                           
3 The concrete organizational structure of the centres may vary from the idealized departmental structure. However, each data 

centre must have competence and resources in at least one of these four categories. 
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 providing an initial support infrastructure (trouble ticket system), 
 early provisioning of production services which are required building blocks for the task forces,  
 providing security guidelines and help implementing them. 

The interaction with the operations team (Figure 4) is an opportunity for the task forces to raise and 
discuss specific action points directly with the site and community deputies. 

2.2. Operations team 

2.2.1. Federated operation  

The EUDAT CDI requires a close collaboration between EUDAT core data centres (sites) as well as with 
the associated community centres. Figure 3 symbolizes geographically distributed centres assuming 
similar (idealized) departmental structures for operation4: the user support (and user management), the 
provisioning of resources, the provisioning of services on top of these resources (e.g., monitoring, data 
management, workflow services), as well as operational security and quality assurance. 

 

Figure 3: Data centres with typical departmental structure  

The purpose of the EUDAT operations team (Figure 4) is to coordinate the site operations teams by 
establishing a collaborative platform for them. Accordingly, this federated EUDAT operations team 
consists of site and community representatives (deputies) and the tasks (and occasionally subtasks) 
leaders. Thus, the EUDAT operations team is in fact a coordinating instance at least on operations and 
support management level, including security and quality assurance management. 

The charter for the EUDAT operations team (terms of reference) is under development. A first release is 
planned for the second project year when all EUDAT centres are scheduled to be collaboratively 
integrated. The operations team is meeting regularly via video conference. On the meeting agenda are 
the identification and discussion of action points for the site operation teams and tasks leaders as well 
as a status review of existing open action items. 

2.2.2. Initial setup of the EUDAT operations team 

As indicated by Figure 3, each site should have a local operations team in place that is represented by a 
site operations deputy. This site deputy is responsible for the collaboration across the different 

                                                           
4 For simplicity, support, operational security and quality assurance are associated with operations. 
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departments of his centre which acts as service provider, resource provider or both. In addition to the 
site deputies, each disciplinary community involved in EUDAT should a community deputy appointed 
who represents his community. 

 

Figure 4: Operations team in the first project year (status March 2012) 

These deputies understand their site’s‒or community's‒working practices, requirements, policies, the 
availability of resources, expertise for specific services (applications), and they are well informed about 
concurrent activities in their centre or their communities which can imply constraints on the resources 
and services which can be provided within a given timeframe. The deputies have the adequate decisive 
power which is necessary to enforce the implementation of rules and agreements (decisions) at their 
site or communities (community centres). The deputies are also responsible for the quality of service 
provided by their sites, and they can escalate problems efficiently within their own organizations, if 
necessary. 

The active5 tasks and subtask of WP6 are coordinated across the participating sites by the task leaders. 
As mentioned above, all the tasks should refer to corresponding departments and responsibilities at the 
sites (compare the colors used in Figure 3 and Figure 4), but not every site (centre) need to be involved 
in all of these tasks. The degree of a site’s involvement in specific tasks and subtask, and consequently 
the interest to discuss certain topics depends on the kind of resources and services that are provided. 
Therefore, the scalability and appropriateness of the matrix-like model for the EUDAT operations team 
should be reviewed after the second project year when more sites providing a larger variety of 
resources and services have been integrated so that sufficient experience 

                                                           
5 Not all tasks and subtasks are necessarily active at the same time. 
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However, all task leaders (Table 1) and site deputies (Table 2) are forming the (core) operations team in 
EUDAT. Since the first team meeting, this model turned out to be an efficient vehicle for the 
collaboration between the sites. In addition, WP6 subtask leaders and community deputies are 
requested occasionally to attend the meetings, if action points of their specific interest or attention are 
on the agenda. 

The leader of task 6.1 is coordinating the operations team, and as one of his duties he convenes the 
regular meetings and proposes the meeting agenda. There is a dedicated wiki space for the operations 
team which can be accessed and updated by the team members. The schedule of team meetings, the 
agenda and minutes are available on this page which also provides the list of operations team members. 
The minutes of the meetings are usually taken by the leader of task 6.1. 

Apart from tackling the operational action points which are maintained and tracked using JIRA, the 
operations team is also developing and reviewing documents (e.g., agreements on best practices), plans 
(e.g., security plan, QA plan) and concept papers. 

All the deputies (see Table 2 and Table 3) are regularly invited to the operations team meetings. 
Deputies from CINECA, CINES, CSC, JUELICH, RZG and SARA are requested to participate actively6. The 
deputies of the communities (Table 2) should participate, whenever possible. The chairs of the task 
forces on safe data replication, dynamic data staging and AAI are also regularly invited. These meetings 
are an opportunity for task forces to raise and discuss their operational action points. Task forces (see 
dashed white boxes in Figure 4) are temporary service building activities under the responsibility of WP5 
and in collaboration with WP6.  

Since February 2012, the operations team meeting takes place bi-weekly, with time duration between 
1h and 1.5h. The WP6 committee meeting, that is, the meeting of the WP6 task leaders is co-located. 

In the following, Table 1, Table 2 and Table 3 indicate the operation team members and their roles. 

Table 1: Operations team members – task leaders 

Task  Site  Name  Role  Comment  

T6.1 – General Operations  RZG  Johannes Reetz  T6.1 leader, WP6 leader  site deputy  

T6.1.2 – Site registry RZG John Kennedy T6.1.2 coordinator WP6 deputy leader 

T6.1.5 – Support  Johannes Reetz ad interim coordinator  

T6.2 – Service Provision  CINECA  Marcello Morgotti  T6.2 leader  site deputy  

T6.2.4 – Monitoring RZG Christof Hanke T6.2.4  

T6.2.5 – Internal Services CSC Pietari Hyvarinen  ad interim coordinator  

T6.3 – Resource Provision  JUELICH  Cristina Manzano  T6.3 leader  coordinator 

T6.2.2 – Network Services JUELICH Ralph Niederberger T6.2.2  

T6.4 – Quality Assurance 
and Security  

CINES  Olivier Rouchon  T6.4 leader  site deputy 

T6.4.1 – Security CSC Urpo Kaila T6.4.1 coordinator  

                                                           
6 The description of work describes the time phased resource planning for WP6. According to this plan, the partners CINECA, 

CINES, CSC, JUELICH, RZG and SARA are contributing mainly to the work of WP6. Therefore these partners are requested to 
participate actively in the operations team meeting. However, all partners involved in WP6 are invited to attend the meetings.   

https://confluence.csc.fi/display/~jreetz
https://confluence.csc.fi/display/~mmorgotti
https://confluence.csc.fi/display/~cmanzano
https://confluence.csc.fi/display/~orouchon


EUDAT – 283304  D6.1: Initial Report on Status and Progress of Operations 

 

Copyright © The EUDAT Consortium  PUBLIC 13 / 39 

 

Table 2: Operations team members – community deputies 

Community Deputy  Role  

CLARIN  Willem Elbers (MPI-PL) community deputy  

ENES  Hannes Thiemann (DKRZ) community deputy  

EPOS  Alberto Michelini (INGV)  community deputy  

VPH  Stefan Zasada (UCL) community deputy 

Lifewatch Michael Mirtl (EAA) community deputy 

 

Table 3: Operations team – site deputies 

Site  Deputy  Role  

BSC  Javier Bartolome  site deputy  

CINECA  Marcello Morgotti  site deputy  

CINES  Olivier Rouchon  site deputy 

CSC  Pietari Hyvärinen  site deputy 

JUELICH  Otto Buechner  site deputy  

KIT  Jos van Vezel  site deputy 

PSNC  Maciej Brzeźniak  site deputy 

RZG  Johannes Reetz  site deputy  

SARA  Mark van de Sanden  site deputy  

SIGMA site will join in 2
nd

 project year 

SNIC  Dejan Vitlacil  site deputy 

STFC  Carmine Cioffi  site deputy 

UEDIN-EPCC  Gareth Francis  site deputy  

 

2.3. Provision of a site registry (Task 6.1.2) 

The site registry is a central service containing and providing information about the sites, corresponding 
contacts (e.g., security, support contacts), maintenance schedules, resources and services being made 
available by each site. This information is to be maintained by site administrators themselves, thus 
ensuring flexibility and scalability within the operations system. A fine grained role management needs 
to be supported by the site registry. 

The work on the provisioning of a site registry started in January 2012. Initial use-cases and 
requirements have been taken from the operations team, EUDAT centres and the CLARIN community 
(see Annex B for more details). Further community requirements will be gathered in the coming months 
by WP4.  

https://confluence.csc.fi/display/~welbers
https://confluence.csc.fi/display/~hthiemann
https://confluence.csc.fi/display/~amichelini
https://confluence.csc.fi/display/~szasada
https://confluence.csc.fi/display/~jbartolome
https://confluence.csc.fi/display/~mmorgotti
https://confluence.csc.fi/display/~orouchon
https://confluence.csc.fi/display/~phyvarin@csc.fi
https://confluence.csc.fi/display/~obuechner
https://confluence.csc.fi/display/~jvanvezel
https://confluence.csc.fi/display/~mbrzezniak
https://confluence.csc.fi/display/~jreetz
https://confluence.csc.fi/display/~msanden
https://confluence.csc.fi/display/~dvitlacil
https://confluence.csc.fi/display/~ccioffi
https://confluence.csc.fi/display/~gfrancis
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As one of these use cases, the central monitoring service extracts information about the configuration 
and maintenance status of the services from the site registry which is reflecting the required state of the 
service provisioning infrastructure. This required state can then be compared with the current state 
detected by the monitoring. 

As another requirement it must be possible to create service-centric views (e.g., retrieve and display all 
the available iRODS services that are provided by the sites) or community-centric views must be created 
(e.g., display all service instances that are used by CLARIN and ENES). 

A solution currently under consideration is the GOCDB which is an open source product developed 
jointly by STFC and EGI. 

2.3.1. GOCDB  

The GOCDB7 has been developed in the course of EGEE project and is currently being used by the EGI 
community. It is maintained and further developed by the Rutherford Appleton Laboratory, STFC, UK 
and licensed under the gLite Software (Apache) License. 

 

Figure 5: Web interface of the GOCDB test instance 

The GOCDB presents what is close to being an off the shelf solution for EUDAT’s Site Registry needs, 
however some customization is required. For example not all currently available keywords are 
meaningful for EUDAT (see Figure 5). The GOCDB development team at STFC that has been contacted is 
supportive to take also the EUDAT requirements and customization needs into account. The core 
functionality required for the EUDAT Site Registry already exists and further relevant requirements are 
on the development roadmap for 2012. 

                                                           
7 http://iopscience.iop.org/1742-6596/219/6/062021/pdf/1742-6596_219_6_062021.pdf 

https://wiki.egi.eu/wiki/GOCDB  

http://iopscience.iop.org/1742-6596/219/6/062021/pdf/1742-6596_219_6_062021.pdf
https://wiki.egi.eu/wiki/GOCDB
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A test system of the GOCDB has been deployed at RZG and customized for EUDAT (Figure 5). It is 
currently being tested by EUDAT partners who have entered their site information into the database. 
The work is in progress and a first status report will be presented to the SAF on April 18, 2012. 

The current test system could be deployed as a prototype production service in July-September 2012. 
The integration with the EUDAT monitoring service has already started. The monitoring service can 
already query the Site Registry and build a list of monitored sites/services. 

EUDAT team members from CINECA, CINES, JUELICH, RZG and SARA, are working on this topic and the 
test results are documented on the EUDAT wiki. 

2.4. Initial support activities (Tasks 6.1.4 and 6.1.5) 

The EUDAT core and community centres will provide support to their users through a centrally 
coordinated EUDAT User Support Team. This team will use a helpdesk facility (trouble ticket system) and 
a directory of site and community support contacts. During the initial phase of the project, support will 
be provided mainly for internal purposes, for example in case of problems with services and resources 
deployed and used in test environments, but also in case of issues with the services for the collaborative 
platform (webserver, wiki, SVN). 

The support tasks 6.1.4 and 6.1.5 are actually scheduled to start in month 7 and month 13. However, 
due to the started deployment activities by the task forces for data replication across the sites, some 
helpdesk functionalities are already required earlier. In order to provide the appropriate communication 
channels to the service and resource providers as well as to the community centres generic support 
email addresses have been introduced at the sites, and a list of site support contacts has been made 
available (Table 4).  

These support email addresses are also used by the EUDAT trouble ticket system (section 3.4.3). 

Table 4: List of site and community support contacts (March 2012) 

Site  Site support address  Site responsible  

BSC  eudat-support@bsc.es  David Vicente 

CINECA  eudat-support@cineca.it  Marcello Morgotti 

CINES  eudat-support@cines.fr  Olivier Rouchon  

CSC  eudat-support@csc.fi  Pietari Hyvärinen 

JUELICH  eudat-support@fz-juelich.de  Cristina Manzano  

RZG  eudat-support@rzg.mpg.de  Johannes Reetz  

SARA  eudat-support@sara.nl  Mark van de Sanden 

DKRZ (for ENES)  eudat-support@dkrz.de  Hannes Thiemann  

MPI-PL (for CLARIN)  eudat-support@mpi.nl  Willem Elbers  

EKUT (for CLARIN)  eudat-support@sfs.uni-tuebingen.de  Emanuel Dima  

 

https://confluence.csc.fi/display/~mmorgotti
https://confluence.csc.fi/display/~orouchon
https://confluence.csc.fi/display/~phyvarin@csc.fi
https://confluence.csc.fi/display/~cmanzano
https://confluence.csc.fi/display/~jreetz
https://confluence.csc.fi/display/~msanden
https://confluence.csc.fi/display/~hthiemann
https://confluence.csc.fi/display/~welbers
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3. SERVICE AND RESOURCE PROVISIONING 

The following section introduces – on an abstract level – different ranges of services, domain-specific or 
multi-domain services, which motivate also the distinction of service provision from resource provision, 
even though there might be many cases where services and resources are provided by the same centre. 

3.1. Disciplinary and multi-disciplinary (common) services 

EUDAT is a consortium of 25 European partners from 13 countries. It includes national data centers, 
technology providers, research communities, and funding agencies. It is the aim to build a sustainable 
data infrastructure upon which common services can be deployed and made available for diverse 
communities.  

Prior to the publication of its 2009 White Paper8, the PARADE consortium surveyed the needs of nine 
user communities interested in a common European data infrastructure. They found a high degree of 
similarity, with unanimous agreement on the importance of long-term data archiving for integrity and 
authenticity control, and near-unanimous demand for data federation and services enabling discovery, 
access, data mining, virtual integration and curation. Complementary surveys, conducted in 2010 by e-
IRG9 and the European e-Infrastructure Forum (EEF)10, also demonstrated strong similarities across RIs in 
terms of technical requirements and organizational issues.  

 

 

Figure 6: Different classes of generic (common) services 

Figure 6 illustrates how the requirements of communities from different disciplinary domains can be 
met by  

                                                           
8
 Koski K., Gheller C., Heinzel S., Kennedy A., Streit A., Wittenburg P. 2009. Strategy for a European Data Infrastructure. White 
Paper. http://www.csc.fi/english/pages/parade 

9
 e-IRG. 2010. e-IRG Blue Paper, op.cit. 

10
 European e-Infrastructure Forum. 2010. ESFRI project requirements for pan-European e-Infrastructure resources and 
facilities. http://cordis.europa.eu/fp7/ict/e-infrastructure/docs/eef-report.pdf 
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1. community-specific services such as specific workflow services 
2. services in common with a subset of communities 
3. such as a common meta data registry 
4. domain-specific services, such as discipline-specific mechanisms for access control and 

accounting 
5. common (cross-domain) services used by communities from all disciplinary domains, e.g., a 

generic federated authentication service, data management services, persistent identifier 
services, a large scale researcher data stores 

The research communities from different disciplines may have divergent ambitions, but they also share 
some basic service requirements which make it possible to provide and operate generic (common) pan-
European services designed to support multiple communities across different disciplines. 

In EUDAT, these common services should be provided by the EUDAT service providers11 as so-called core 
services, while the provisioning of disciplinary and in some cases also domain-specific services should be 
provided under the responsibility of community service providers. 

 

Figure 7: Service providers in EUDAT 

Some of these communities are already EUDAT project partners (symbolized by red pillars in Figure 7) 
specifying realistic requirements12 and providing disciplinary services as partners in WP6.  

3.2. What kinds of production services are to be expected? 

One of the most challenging requirements for an efficient service provisioning is the need to provide a 
secure but easy-to-use consolidated Authentication Authorization Infrastructure (AAI). Systems are 
needed that support fine-grained access control to sensitive data, or that manage the access to all e-
Infrastructure resources via single identity and single sign-on (SSO). In recent years, the Authentication 
and Authorization (AA) landscape has undergone numerous changes, but it is still fragmented. This 
evolution has been driven by several factors, including the uptake of grid computing, the success of 
collaborative/community research, and the evolution of the web. Technologies and standards are, 

                                                           
11

 Centres, e.g., from research organization, which are not necessarily dedicated to a specific discipline. 
12

 see EUDAT-DEL-WP4- D4.1.1 - Data Management Landscape Characteristics and Community Requirements 
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however, heterogeneous, and several social, organizational and administrative issues need to be tackled 
to improve harmonisation before a pan-European solution spanning many organizational and 
geographical domains can be offered. The implementation of the AAI task force in EUDAT reflects the 
importance of this topic.  

There is widespread recognition among the different communities that better virtual data federation 
should be achieved, not only for data preservation purposes, but also for access optimization and re-
usage of data in new contexts and across the different communities and disciplines. The term federation 
is generally used to refer to the seamless integration of independently managed parts, providing a 
consistent service that becomes more than the simple aggregation of its constituents. In data 
infrastructures, we can identify four layers at which federation mechanisms can be applied: storage, file 
system, database and repository. For the larger e-Science communities and virtual research 
environments, federated repositories are the infrastructure of choice, since they easily support the 
creation of virtual collections. Persistent object identifiers are commonly required by several 
communities. They allow the unique identification of data objects across systems, and procedures for 
resolving object identifiers must be designed to support mechanisms that maintain object integrity and 
authenticity while fostering a simple, secure and unique access. The EUDAT task force on Safe 
Replication is currently working on the federation of registered research data – currently building a 
service infrastructure based on iRODS13 and the EPIC PID service14.  

With increasing data volumes and rapid development of new technologies resulting in regular 
obsolescence of media and data formats, it is a challenge in all disciplines to keep data readable and 
understandable for future generations of scientists. In general, bit-wise data preservation is required, 
and this will be is a primary responsibility of providers of common services (EUDAT service providers), 
who are generally experienced in maintaining large amounts of data over long periods (e.g., those 
centres that are symbolized by blue pillars in Figure 7). With the impending data tsunami, and a growing 
legacy of digital data stored in large data archives, storage media migrations are high-priority, time-
consuming processes that are resource- and labour-intensive. The EUDAT service provider could support 
the ongoing process of content migration, but it will remain a primary responsibility of the original data 
owners, individual communities with specialized data curation services, to ensure long-term data 
readability and interpretability. 

These kinds of services, many of them are currently built by WP5 and the task forces, have to be 
expected to be put into production by WP6. 

3.3. Service provisioning vs. Resource provisioning 

We follow the concept that services are deployed on top of resources which are provided by the EUDAT 
centres (sites) in a coordinated way (see section 3.5 about task 6.3).  

Resources are compute (processing, service hosting), storage and network resources. The resource 
provisioning model allows that service integrators can deploy community services or core services on 
resources which are located either at their own site (i.e., locally) or at another remote site. This model 
allows also a scenario where a community service provider deploys and operates (provides) services on 
resources that are provided by a commercial resource provider.  

Another possibility is that different centres have specific expertise on different products (service types, 
service instances) and where specialists from one site are deploying services on resources provided at 

                                                           
13 http://www.irods.org 
14

 http://www.pidconsortium.eu 
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different other sites. In such a case, not every site is required to gain and maintain knowledge about any 
kind or instance of service. 

3.4. Service Provisioning (Task 6.2) 

The core production services are deployed by WP6 after they have been piloted and documented by 
WP5. Community services (e.g., a specific workflow service) or services for internal collaboration (e.g., a 
versioning service) can also be deployed without being formally approved. Changes of the services 
(updates, configuration changes) will be assessed by the task Configuration and Change Management 
(T6.1.3). The community and core services are provided according to the Rolling plan15 that is developed 
and maintained in agreement with the SAF and the EB. 

3.4.1. Handling of Service Provisioning Requests 

Production services are basically deployed by WP6 after approval, that is, as a result of a community 
requirements analysis16 and service building and piloting by WP5. 

In order to deal with the case that the provisioning of specific services is requested – either in terms of a 
formal handover of production-ready services or in terms of requests from communities to host their 
services – an initial17 procedure has been put into place. Provisioning requests are expected from 

 EUDAT staff members (WP6) with a responsibility in specific service domains and who are in 
charge to deploy a service across one or more sites – eventually in collaboration with other 
team members. 

 EUDAT staff members (WP5) who are in charge to transfer a service, that was built, piloted and 
integrated in a pre-production environment, finally into production. 

 Community member who are in charge to deploy their community-specific services on top of 
resources that are provided by EUDAT. 

 Community member who are in charge to integrate their community-services running on 
community resources into the EUDAT set of services18. 

Service provisioning requests can be directed to the service provisioning coordinator. The requester 
then should provide: 

1. His contact details: requester's name, organization, e-mail and phone number. 
2. Contact details about the Service integrator (or team): contact details of the persons19 who are 

in charge to deploy and integrate the service. 
3. Contact details of the operator: details about the person or team who is in charge to operate 

the service. 
4. Support contact details: service support contact address, if operator and supporter are different. 
5. References to the documentation of the service, configuration and administration. 
6. Site(s) which are providing resources on which (the components of) the service are deployed. 
7. Purpose of the service, including the name of the service. 
8. Status of the service after its delivery: pre-production, production, deployment 
9. Service characteristics: details about the service, its configuration, references 

A template is available on the wiki which can be used to fill-in the required information.  

                                                           
15 See deliverable EUDAT-DEL-WP2-D2.2.1 
16 EUDAT-DEL-WP4-D4.1.1 - Data Management Landscape Characteristics and Community Requirements 
17 The procedure for requesting services will be advanced according to future requirements, with particular regard to scalability. 
18 In this case, community services are completely operated by EUDAT (Service housing). 
19 Service integrator and requester are different roles and can be assigned to different persons.. 
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A service request implies normally the request for the resources on which the services will be deployed. 
The corresponding request for adequate resources can be initiated by task 6.2 which will help 
completing the resource description (see section 3.5.1). 

If the required resources are already known and used for example by the task forces or WP5, the 
corresponding template should be filled by those who have piloted the service up to the stage of 
production-readiness. 

3.4.2. Core Services 

Generally required core services for the EUDAT collaborative data infrastructure have been mentioned 
in Section 3.2. This section describes briefly which core service and when it is expected to be handed 
over by WP5. 

The EUDAT DoW lists, among others, following services: 

 AAI-related services (SSO, federated AAI) 
 long-term preservation (among others: data federation, safe replication) 
 Persistent identifier service 
 Data access and upload (simple data store for researchers)  

These services are currently developed and built by the task forces. The task force implementation plans 
envisage July 2012 for the handover or first services. WP6 is involved and contributes to the task forces 
on AAI, Safe Replication and Data Staging. At present (March 2012) no core services are in productions.  

AAI service (Task 6.2.1) 
Figure 8 shows the high level picture which has been agreed by the AAI task force as a working basis. 
According to this concept, there will be a credential consolidation service at the borderline to the EUDAT 
domain of services. Service providers within this domain need to handle only consolidated credentials.  

 

Figure 8: High level conceptual view of a possible EUDAT AAI service 
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Different means for authentication (X.509 certificates, Shibboleth IdPs, eID cards, …) shall be accepted 
for the authentication at the frontend service. Attributes (roles) are assumed to be managed by the 
communities (community manager). These attribute providers (AtP) can make also use of the 
consolidated unique identifier which is assigned to each entity that wants to access the EUDAT 
infrastructure with a high level of assurance.  
Existing technological options to implement this high-level concept are currently under investigation. 

Data federation service: Safe Replication (T6.2.1) 
This service is still being built and piloted by the corresponding task force. 

Research data will be automatically replicated across multiple sites in a safe manner making use of 
persistent identifiers which are updated if replicas are created at remote locations.  

Basic resources and services to be provided are 

 Long-term Storage – resources with different technologies and capacities at communities and 
sites 

 iRODS – a policy based data management tool 
 Persistent Identifiers – EPIC PID service runs in production at SARA 

Related services to be also provided are federated AA, monitoring (WP6), central registry (WP6) 

Data federation service: Data Staging (T6.2.1) 
This service is also still being built and piloted by the corresponding task force. 

This service is for managing the movement of large data sets back and forth between a EUDAT centre 
and none-EUDAT centre (e.g. at a PRACE of EGI site) for being further processed. 

Related basic resources and services are 

 Replication service candidates – iRODS, Globus On-line, FTS, Unicore FTP, gTransfer 
 Long-term storage – different technologies at EUDAT partner sites, iRODS frontend 

Related services are federated AAI, central registry (WP6) and monitoring (WP6). 

PID service (Task 6.2.1) 
As a required20 PID service the EPIC21 PID registry service (version 1.0) will be provided by SARA as one of 
the first EUDAT core services in production. The service is not made available up to now. 

3.4.3. Operational Services 

Trouble Ticket Service: Request Tracker  
The EUDAT Trouble Ticketing System (TTS) is an important building block of the operational 
infrastructure. In order to have a TTS available initially as a means to track internal support requests and 
the problem solving process, the operations team agreed to use the Request Tracker22 from Best 
Practical Solutions LLC. The TTS has been deployed and configures, is hosted and supported by CINECA.  

                                                           
20 required by the CLARIN within the TF Safe Data Replication 
21 http://www.pidconsortium.eu 
22 http://bestpractical.com/rt 
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The TTS is provided as an additional23 service for internal and external communication (task 6.2.5) and it 
is used by the task Issue tracking, Problem solving (Task 6.1.4) and by the EUDAT helpdesk (task 6.1.5). 
These two tasks are also contributing to the customization (configuration) of the TTS. 

Different from Jira which is employed as a user-oriented task tracker for the project management, the 
TTS is used as a site- and service-oriented ticketing tool. With regard to the initial24 purpose to be able to 
direct specific support requests to EUDAT partner sites which are responsible for supporting specific 
services, resources or for providing specific operational tasks, TTS queues have been defined which are 
mapped to the earlier mentioned generic site support contact addresses. 

Monitoring as a Service (Task 6.2.4) 
The provisioning of reliable and performing services in a distributed environment requires a monitoring 
system which allows the service providers as well as responsible operation team members to be 
informed about the outage of services and – in some cases – of resources. Monitoring is an EUDAT 
service that provides status information and issues alerts in case of the disruption of a service to  

 persons who are responsible for the service (operators, service providers, supporter), 
 communities which want own services being monitored and receive information of their status, 
 end users who subscribed to receive status information about services which they can access.  

On the one hand, there is the operational need for a central monitoring service. On the other hand, 
requirements suggest for a less intrusive modular approach where the monitoring information is 
collected from third party monitoring services which are independently operated by the partner sites. 
Therefore it was proposed by the operations team to establish a Nagios25 based distributed monitoring 
system as an initial26 lean solution. Such a two-layer solution has been rapidly designed and is currently 
under deployment. 

Sites which do not want that a central EUDAT instance monitors services and resources directly need 
just to monitor these services under own responsibility (with may be independent tools) and send their 
local monitoring information regularly to the EUDAT central monitoring service using a simple Nagios-
schema for information exchange. EUDAT offers a platform to exchange knowledge about these site-
specific schemes which may help sites running non-Nagios monitoring tools to gain experience. 

The monitoring system uses information from the site registry (see section 2.3). Required are  

 Up- and downtimes of services (and resources) 
 Site and service contacts and teams  
 Primary notification-groups for a check: site-contact, person who is responsible 
 Subscribers of a monitoring service, that is, individuals who are not in charge of supporting the 

service but who have a legitimated interest to get specific monitoring information. 

The central monitoring service is available27. The next steps are  

 to feed the central instance with information from the distributed local monitoring services 
 to use the (configuration) information provided by the central site registry. 
 to solve issues with the authentication and a fine-grained authorization.  

                                                           
23 The TTS service is not listed among those services which have to be provided by project month 5 (MS13). 
24 The TTS will later be reconfigured to address tickets to service support teams which can be distributed over different sites. 
25 http://www.nagios.org 
26 Higher integrated approaches, e.g. SAM Nagios (http://repository.egi.eu/tag/sam-nagios), can be taken into account later. 
27 Currently under cmon-eudat.esc.rzg.mpg.de (will be mapped to a FQDN with eudat.eu). 

http://repository.egi.eu/tag/sam-nagios
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The central monitoring instance will provide information about the 

 EUDAT service status:  Status of services on top of distributed SOAs within EUDAT. 
 Site service status:  Status of services per site. 
 Site resource status:  Status of resources per sites (e.g.: are the related VMs alive?)  

For visualizing the monitoring information, Navis28 plugins are recommended.  

Authentications and authorization for the TTS, central monitoring service, Wiki, JIRA and SVN  
As a temporary solution, the TTS service and the central monitoring service are using the CROWD SSO29 
at CSC. EUDAT members can use the same username and password for accessing the TTS, the central 
Nagios monitoring service and the SVN service.  

3.4.4. Services for internal and general collaboration (Task 6.2.5) 

Task 6.2 is also coordinating the provisioning of services for internal and general collaboration. These 
services comprise a web server for the official public presentation of EUDAT, a wiki service as 
collaborative platform, a task tracking system, video- and telephone conferencing, a central software 
versioning system. 

EUDAT Web server: Apache with Drupal 
BSC is hosting the official EUDAT web server. The content of the website is managed via a Drupal CMS 
on an Apache server. The service has been deployed and is supported by BSC. The web content is 
managed by WP3. 

Video- and telephone conferencing: H.323 MCU 
For video and telephone conferencing we make use of the H.323 video conferencing MCU30 of the 
German NREN (DFN)31. Participants can dial-in to the MCU also via telephone. Limited support can be 
provided via RZG. 

EUDAT Wiki service: Confluence 
The enterprise level wiki system Confluence32 from Atlassian has been chosen to be used as the main 
collaborative platform for the project. The wiki is used for the management of different kinds of 
documents and information: bulletins, minutes, progress reports, project calendar, conference planning, 
technical documents and many more are shared within the projects. The wiki is preliminarily used to 
manage the service and resources requests and to inform about the inventory of provided services and 
resources. The wiki system has been deployed, is hosted and supported by CSC.  

EUDAT Task tracker: Jira 
For internal project management it was decided to use Jira33 from Atlassian that can be integrated with 
the Confluence wiki into the same trusted environment. Jira is an advanced project management tool 
for teams, often being used in software development projects for issue and bug tracking. EUDAT uses it 
mainly for task assignment, tracking, and risk management. The Jira service has been deployed, is 
hosted and supported by CSC.  

                                                           
28 http://www.nagvis.org 
29 http://confluence.atlassian.com/display/CROWD/Crowd+Documentation 
30 Multi-point Control Unit 
31 At least one customer of the DFN will participate the regularly EUDAT video conferences 
32 http://www.atlassian.com/confluence 
33 http://www.atlassian.com/jira 
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EUDAT Versioning system: Subversion 
WP 4,5,6,7 require a versioning system as a central repository to keep software, tools and utilities (e.g., 
scripts), interface specifications and configuration files (e.g., for deployed services) maintained in a 
consistent way. For this purpose a central Subversion (SVN) repository is provided. It is currently used 
and secured for project internal purposes. Beyond that the repository can also be used to host pre-
defined configurations which are common to potential customized services and which will be made 
available to communities and users. The SVN service has been deployed, is hosted and supported by 
CSC. 

Initial Single Sign-On solution for EUDAT staff members (for internal purposes) 
The EUDAT staff members are individuals from the EUDAT partners which have been appointed by their 
sites to be involved in the EUDAT project. EUDAT staff members are currently registered by CSC and 
accounts with username and password are created. In this way the EUDAT staff members can get access 
to the EUDAT internal services (e.g., Confluence wiki, Jira, SVN) by using their username and password. 

3.4.5. List of available services 

Production services are currently registered on a dedicated wiki page (see Table 5). 

Table 5: Productive services in project month 6 

Service  Site  Contact  Purpose  Status  Characteristics  Resources  

Wiki  CSC  Helin  collaborative 
workspace  

Prod  Atlassian Confluence   CSCC001  

Jira  CSC  Helin task tracker  Prod  Atlassian Jira   

SVN CSC  Helin versioning system  Prod  Subversion  CSCC002  

TTS  CINECA  Morgotti trouble ticket system  Pre-Prod  Request tracker CINECAC002  

Website  BSC  Vicente, 
Bartolome  

website  Prod  EUDAT website  BSCC001  

Service:  Short name of the service 
Site:   Partner site that is responsible for deploying (operating) the service 
Contact:  Name of the person, organization, e-mail and telephone number 
Purpose:  purpose of the service 
Status:   production status (deployment, pre-production, production, maintenance) 
Characteristics: Details of the service and its configuration, with a link to more details information 
Resources: resources id from the inventory of resources  

The production services will later be registered in the site registry (see section 2.3) when this is in 
operation. 

3.5. Resource Provisioning (Task 6.3) 

EUDAT core and community services as well support services for collaboration and communication are 
deployed on top of storage, compute and network resources. The service users as well as the services 
themselves have a variety of requirements concerning capacity, capability and availability of resources 
and the physical location their hosting systems. In addition, some of these requirements may change 
over the time. By coordinating the provisioning of physical and virtual resources, EUDAT aims to ensure 
that services can be deployed and provided for a given period of time on the needed resources. 

A coordinated long-term planning for storage locations is for instance needed when considering the 
provision of reliable, highly available long term storage services whereas distributed resources for test 

https://confluence.csc.fi/display/Eudat/Home
https://confluence.csc.fi/display/~hhelin
https://confluence.csc.fi/display/Eudat/EUDAT+Confluence+Wiki
https://jira.csc.fi/browse/EUDAT
https://confluence.csc.fi/display/~hhelin@csc.fi
https://confluence.csc.fi/display/Eudat/EUDAT+Jira
http://svn.eudat.eu/EUDAT
https://confluence.csc.fi/display/~hhelin@csc.fi
https://confluence.csc.fi/display/Eudat/EUDAT+SVN+repository
https://confluence.csc.fi/display/Eudat/EUDAT+TTS
https://confluence.csc.fi/display/~mmorgotti
http://www.eudat.eu/
https://confluence.csc.fi/display/~dvicente
https://confluence.csc.fi/display/~jbartolome
https://confluence.csc.fi/display/Eudat/EUDAT+Official+website
https://confluence.csc.fi/display/Eudat/T6.1.2+-+Site+Registry
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environments taken from a resource pool can be better made available on demand if they are provided 
in a coordinated manner. The coordinated approach facilitates also the bookkeeping of the resources 
that are provided by the participating EUDAT centres. 

The provisioning of appropriate network connections between the centres needs also be planned plan 
carefully. Figure 9 shows for example the current PRACE network. Many EUDAT sites are also PRACE 
partners and connected to the dedicated 10Gbit/s link. The task forces on Data Staging and Safe 
Replication are developing scenarios in which the dedicated network bandwidth between the 
EUDAT/PRACE sites could be used.  

 

Figure 9: PRACE dedicated network and EUDAT centres 

3.5.1. Resources requests 

Service integrators from local and remote partner sites can specific a request for resources using a 
template which is located on the wiki page Resources Request. 

Table 6: Current template for requesting resources 

 Project Requester     

 …      

Type Characteristics Purpose Provider Delivery Period Resource 

...       

 

Table 6 is the template that is currently used to request resources. The meaning of the attributes is: 

Project:  Project, e.g., Task force. 
Requester:  Person responsible for the project and requester of the resource. 
Type:   Type of resource, e.g., compute, storage, network 
Characteristics: Detailed specification of the required resource. 
Purpose:  Purpose for the resource, e.g., service to deploy 
Provider:  Required resource provider, e.g., RZG, SARA, JUELICH or left blank 
Delivery:  Required date of delivery. 
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Period:   Estimated period of use.  
Resource:  Identifier of the assigned resource. This field is filled by the RP coordinator. 

The coordinator for resource provisioning (RP coordinator) and the SP coordinator watch the wiki page 
Resources Request and are notified via email when a change is made. When this happens, the following 
formal procedures have been put in place: the RP coordinator contacts the requester if more details are 
needed. The RP coordinator then contacts the requested resource provider to check if adequate 
resources can be provided at that site, and if needed, alternative providers are contacted. The requester 
will then be directed to one of several sites which will provide the resource(s). 

The concept allows that a resources requester (typically the service integrator) can get an account at the 
resource provider’s site which enables him to get privileged access to the provided resource. In order to 
obtain such a privileged account, the requester currently follows the instructions and accepts the Terms 
of Use from the RP site34. 

When a requested resource has been made available, the RP coordinator will add or update detailed 
information about the resources on the wiki. The same is done by the SP coordinator when a service has 
been successfully deployed and made available. 

To avoid any bureaucratic overhead the sites are asked as well, to check the corresponding additional 
wiki pages Resources at SITE and keep this information updated, as far as appropriate. This information 
gives an overview about the availability and usage of resources at the different sites. When a site is 
using own resources for implementing some service (e.g. test services) for EUDAT, there is actually no 
need for formal request through the Resources Request sheet. In this case, a Site Resources Officer is in 
charge to maintain the corresponding information sheet Resources at SITE. 

The EUDAT sites have been practicing the process for requesting and documenting the usage of 
resources, and the corresponding wiki pages have been populated with information35. 

3.5.2. Service hosting frame work (Task 6.3.1) 

The coordination of the Service Hosting Framework (SHF) has been started: the five sites which were 
scheduled as resource providers in WP6 for the first year have established the collaborative framework 
which allows to provide resources upon request for the deployment of services either locally or from 
remote and for hosting reliably. 

Table 7: Service Hosting Framework - resource pool at the first initial partner sites. 

Site Contact Description 

CINECA Marcello Morgotti Physical Frontend Cluster for service hosting. 

CSC Pietari Hyvärinen Opennebula cloud service for data intensive computing, VMware VM hosting 
cluster, iRods based storage for tape and disk storage. 

JUELICH Cristina Manzano VMware vSphere VM hosting cluster with gateway 

RZG Florian Kaiser XEN VM hosting cluster with gateway with AFS and large disk storage  

SARA Jhon Masschelein KVM virtualization with Opennebula front-end. 

 

Virtual or bare metal systems with different kinds of backend storage resources can now be made 
available nearly on demand for hosting test or production services. A concept for requesting resources 
has been implemented. It currently makes use of the EUDAT wiki: a template with guidelines allows the 

                                                           
34 The described initial procedure to get a privileged account will be harmonized in the coming months. 
35 As mentioned before, the resource request and information management facility will be advanced using a database solution.  
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service integrators to make their resource request with a minimal bureaucratic effort. The EUDAT wiki is 
currently used to keep an inventory and description of available system resources, to adhere the usage 
of resources at the different sites, and to coordinate the planning of resources. The Resources wiki page 
is the present point of contact between the resource providers (WP6) and the service deployers, mainly 
from WP5, WP6, WP7 and the taskforces. 

 

Figure 10: Example of a VM hosting environment with disk storage (RZG) 

Figure 10 displays the setup of the VM hosting framework at RZG is a prototype which can also be used 
by other partners. A privileged user, e.g., from a community who wants to install w community 
workflow service need to apply for a normal account. Key pairs are created on the frontend node 
(con01). The user’s public key is then distributed to all the VMs that should be under the control of this 
user. 

The large amount of information which is already administered via the wiki makes it necessary to 
advance the resource information and request management. It has already been started to develop a 
concept for an advanced resource request and usage management facility.  

3.5.3. Available resources for test environments (WP5, WP6, WP7, TFs) or production 

In general resources will be provided according to a resources plan that will be maintained in agreement 
with the SAF and the EB. A guideline should be the Rolling Plan. For the time being, the provisioning of 
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resources is based on the commitments of the partners to provide a certain amount of compute and 
storage capacity for the EUDAT project. 

The resources which are currently provided are used to provide services for the collaborative platform 
(wiki, webserver, SVN), the helpdesk, different test instances of EUDAT projects including those for WP7 
test environments, and for the taskforces on Safe Data Replication and Data staging. Many of these 
resources will be used for the production services being built by the taskforces. 
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4. SECURITY (TASK 6.4.1) 

The aim of the EUDAT project is to contribute to the production of a trusted CDI. This includes the 
implementation of compatible information security procedures on all participating sites. With regard to 
security, the partner sites should ensure that basic controls, such as security management, incident and 
vulnerability handling, access controls, network security, user and site security responsibilities, physical 
security meet minimum joint requirements.  

Task 6.4.1 is this security coordinating task. It started in M2 - earlier than originally planned since some 
initial guidance on operational security is necessary already when the test and pre-production 
environments are being built across the centres. Urpo Kaila (CSC) is leading the security task which is 
part of the task 6.4 “Operational security, quality control and compliance assessment” led by Olivier 
Rouchon (CINES). 

The installation of a EUDAT security officer was not envisaged during this early phase of the project. The 
leader of task 6.4.1 is currently in charge of developing the security plan (see Annex C) and for 
coordinating within the group of site security officers and managers. 

4.1. Initial security plan 

A security plan for EUDAT has been drafted. It is about developing, implementing and monitoring 
security for the EUDAT project. The document is made available on the EUDAT wiki and evolves from the 
present draft to a first version of the plan which should be approved by EB at a later phase of the project 
(month 18). The plan describes how the data objects are identified which have to be secured and it 
addresses the envisaged security management. 

The plan describes practicalities of identity and risk management and the need to agree on a joint 
security policy. It further addresses network security and operational security. 

Concerning compliance and guidelines the EUDAT project has to comply with privacy and security 
related EU directives and national laws and regulations of the participating sites. In this sense, EUDAT 
can adapt existing best practices and guidelines for information security from existing well known 
sources, such as 

 EGI – The European Grid Infrastructure 
 SANS Information Security Policy Templates 
 The Information Security Forum best practices 

It is the task for Site Security Officers and Site Security Managers to prepare the adaption of security 

guidelines to be approved by the participating sites and the EUDAT project. 

4.2. List of site security officers and managers 

An initial list of EUDAT site security contacts (Site Security Officers and Security Managers) has been 
established that comprises a generic email address for each site (eudat-security@<site domain>) and 
the security contact person with phone number. Although security officers and managers are 
responsible, each in a different domain, for risk assessments, continuous operational security and for 
developing and adapting security controls and guidelines, both roles can basically be taken by the same 
person. The list of security contacts is located in the EUDAT wiki. 
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5. FUTURE WORK 

The previous sections outlined the initial work that has been done during the first 6 project months. This 
section summarizes the future work that is planned for the following 6 to 12 months.  

General Operations, Integration and User Support (T6.1) 
1. continue with the operation team meetings and develop the team charter, 
2. organize the 2nd technical meeting for 11-12 June 2012 in collaboration with WP5, WP4, WP7, 
3. specify the purpose and usage of the EUDAT trouble ticket system for user support and issue 

tracking, 
4. define the operational procedures for the site administrators of the site registry, 
5. specify guidelines for integrating centres and external services for the 2nd project year, 
6. develop a configuration- and change management plan, 
7. prepare a user documentation about the initial data infrastructure. 

Service provisioning (T6.2) 
1. Prepare a service provisioning policy and define the procedures to reliably perform, handle and 

fulfil service provisioning requests. 
2. Provide the monitoring infrastructure as a service and integrate the active services. 
3. Put the EPIC PID service hosted by SARA into production, 
4. Put the site registry into production as service. 
5. Specify, together with T6.3, the operative duties of the partners in WP6 (e.g. maintaining service 

specific information in the site registry). 
6. Specify the handover procedure for services built by WP5. 
7. Specify, together with T6.3, the requesting procedure if resources are needed for T6.2, 
8. Put into production those services which will be handed over from WP5 and task forces:  

a) Data Staging  
b) Data Replication  
c) Federated AAI 

9. Promote existing services to communities (e.g. via the EUDAT webpage in collaboration with 
WP3). 

10. Collaborate with WP4 to get communities services integrated into the EUDAT service 
provisioning framework (community service housing). 

Many of the core services which are envisaged to be put into production are currently developed and 
built by WP5. There remains some degree of uncertainty for the exact dates of the handover of these 
services to WP6 as well as for the time scale on which the corresponding resources can be provided. 

Resource provisioning (T6.3) 
1. Continue with the resource provisioning work via the resource provisioning framework. 
2. Work on a solution for handling the resource provisioning management. The envisaged solution 

should be based on a database with a web frontend where resource requests and resource 
queries can be done. This administrative solution should be able to communicate with other 
services such as the site registry, and take into account the service provisioning own 
management solution. 

3. Collect resource requirements from the communities (also in collaboration with WP4). An 
efficient coordination of the resources provisioning requires accurate knowledge in advance 
from the communities: which resources, how much, when, how long are they going to be used. 
Work together with the communities involved in the different task forces. 
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4. Start working on the provisioning of long term (nearline) storage. Check the corresponding site 
policies. 

5. Describe use cases for the potential usage of the PRACE network (in collaboration with the data 
replication and data staging task forces). 

6. Check for site restrictions to provide their resources to remote users. Work together with the 
task force AAI. 

Security (T6.4.1) 
1. Extend and complete the list of security officers and security managers nominated by sites for 

incident handling. 
2. Draft and approve a joint security policy for EUDAT wide operations.  
3. Draft and approve a joint base for an acceptable use policy.  
4. Adapt and approve security guidelines for existing e-infrastructures.  
5. Create a role of a security spokesman for EUDAT, who can prepare adaption and harmonisation 

of security policies and security guidelines between sites providing e-infrastructures. 
6. Provide tools and training for site security officers for incident handling and proactive security 

monitoring and measures. 
7. Identify risks and related security controls in a consistent and controlled manner. 
8. Collaborate with the AAI task force. 
9. Prepare the security aspects for site peer quality audits. 

Quality assurance (T6.4) 
The overall objective of this task (T6.4.3) is to have partners granted with the Data Seal of Approval 
(DSA) by the end of the project. The DSA certificate will facilitate the trust building process.  

1. develop a quality and risk management plan 
2. held a QA-related meeting with the site deputies  
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ANNEX A. GLOSSARY 

AAA Authentication, Authorization and Accounting 

AAI Authentication and Authorization Infrastructure 

a.i. ad interim 

API Application programming interface 

AuthN Authentication – the process of identifying an entity by means of a credential 
that the entity is exposing via a secure mechanism 

AuthZ Authorization – the process of granting access to a service 

CDI EUDAT Collaborative Data Infrastructure 

CERT Computer Emergency Response Team 

CLARIN Common Language Resources and technology Initiative. An ESFRI project in the 
Social Sciences and Humanities domain. 

CMS Content Management System 

Curation Provision of domain-dependent contextual support for permanent access to the 
meaning of data – including metadata, lexica, etc 

Curation and 
Preservation 

The process of ensuring that data can be re-used over time. 

CSIRT Computer Security Incident Response Team 

DoW Description of work – usually the EUDAT description of work is meant. 

DSA Data Seal of Approval – http://www.datasealofapproval.org 

EB EUDAT Executive Board 

EGEE Enabling Grids for E-sciencE 

EGI European Grid Initiative 

e-IRG e-Infrastructure Reflection Group 

EISCAT_3D The next generation European incoherent scatter radar system. An ESFRI project 
in the Environmental Sciences domain. 

ENES European Network for Earth System Modelling 

EPIC European Persistent Identifier Consortium http://www.pidconsortium.eu 

EPOS European Plate Observing System. An ESFRI project in the Environmental 
Sciences domain. 

FP7 Seventh Framework Program 

GC EUDAT General Council 

GÉANT European multi-gigabit computer network for research and education purposes.  

HPC High Performance Computing 

http://www.datasealofapproval.org/
http://www.pidconsortium.eu/


EUDAT – 283304  D6.1: Initial Report on Status and Progress of Operations 

 

Copyright © The EUDAT Consortium  PUBLIC 33 / 39 

iRODS Integrated Rule-Oriented Data System http://www.irods.org 

ISO International Organization for Standardization 

LifeWatch E-Science and Technology Infrastructure for Biodiversity Data and Observatories. 
An ESFRI project in the Environmental Sciences domain.  

NREN National Research and Education Network 

OAIS Open Archival Information System 

OASIS Organization for the Advancement of Structured Information Standards 

OSCT Operational Security Coordination Team 

PID Persistent Identifier 

PM EUDAT Project Manager 

PMO EUDAT Project Management Office 

PRACE Partnership for Advanced Computing in Europe 

Preservation Provision of generic support for permanent access to ‘physical’ data – the bits 
and bytes – including storage, replication, provenance, etc 

QA Quality assurance 

QoS Quality of Service 

Resource 
Provisioning 

Making available resources in terms of system platforms which consist of virtual 
and/or physical compute, storage and network components including firmware 
and a basic execution environment (i.e. operation system). It is not relevant 
whether resources are provided as physical or virtual instances, but these 
instances are located at a site. 

RI Research Infrastructure 

RP Resource Provider: an organizational instance that provides maintains and 
operates processing, storage and network resources at a site. 

RP coordinator Resource Provisioning Coordinator: a person who is coordinating the timely 
integration and provisioning of resources (see also SHF). 

SAF EUDAT Services and Architectural Forum  

Service 
Provisioning 

Make services available which are deployed on top of resources. Services can be 
deployed and operate on top of resources which are provided at another site.  

SHF Service Hosting Framework: collaborative framework for the coordinated 
provisioning of – partly integrated – processing, storage and network resources 
for hosting (data-oriented) services. This framework allows local or remote 
service providers to deploy and – if needed – to operate their services. In many 
cases, after the deployment phase, services can be handed over to service 
operators at the centres that are providing the resource. 

SLA Service Level Agreement 
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SP Service Provider: a person, team or organizational instance in charge of 
deploying, maintaining and operating (providing) a service on top of resources 
provided by a resource provider (RP). A service provider does not necessarily 
provide the resources which are used. However, after a deployment and pre-
production phase, services can be handed over to service operators at the 
centres which are providing the resources. In this case, Service and Resource 
Provider are located at the same site. 

SP coordinator Service Provisioning Coordinator: a person who is in charge of coordinating the 
timely provisioning of requested services.  

SVN Subversion – a version control system http://subversion.apache.org 

TF Taskforce 

TTS Trouble Ticket System 

VO Virtual Organisation 



EUDAT – 283304  D6.1: Initial Report on Status and Progress of Operations 

 

Copyright © The EUDAT Consortium  PUBLIC 35 / 39 

ANNEX B. USE CASES AND REQUIREMENTS FOR A SITE REGISTRY 

Use cases for a site registry. Many of them stem from the operations (e.g., monitoring, maintenance, 
change management, security, and quality assurance), some are relevant for communities and 
corresponding applications. 

Table 8: Use cases for a EUDAT site registry 

Id  Use case  Comment  Actor 
UC01  WEBLICHT  Linguistic Workflow  CLARIN  

UC02  Service Monitoring  Service monitoring systems queries the registry and builds 
monitoring templates from the information gathered. Information 
about available services are harvested specifically. 

Operations  

UC03  Facetted browsing User browses through the content of the site registry with a web 
browser and gets the information presented under different 
perspectives  

User  

UC04  Protected Informa-
tion Management  

Only privileged site admins can write and manage (access to) 
information for the own site 

Site Admin  

UC05  Community Views Communities (users, applications) query information about 
services and create corresponding results sets and views.  

Communities  

UC06  Service 
Deployment  

Persons responsible for deploying single services and groups of 
services from communities or EUDAT sites need to provide and 
manage the information about the services in their responsibility 
domains. 

Operations, 
Communities  

UC07  Overall 
configuration 
overview for 
Operations Team 

The operations team wants to have an overview over the overall 
configuration including all sites, services, maintenance schedules, 
and responsibilities. 

Operations  

UC08  Selected site and 
service 
information with 
downtime 
schedules 

Users want to view sites and services of interest, but in addition 
they want to follow certain sites/services for downtimes etc.  

Users, 
Communities  

UC09 Efficient Re 
gistry 
Administration 

Site and community admins need an efficient tool to collect, 
maintain and manage site-specific information. 

Site admin 

 

The use cases which are listed in Table 8 imply the functional requirements listed in Table 9 and the non-
functional requirements in Table 10. 

Table 9: Functional requirements for a EUDAT site registry 

Id  Requirement  Use case  

R001  Retrieve a set of sites that provide a specific service; REST or WS interface is required  UC01  

R002  facetted retrieval of available services  UC02  

R003  get all services and sites via an API UC02  

R004 allow to provide a monitoring tag for each service UC02  

R005 provide contact address (email) of those who are responsible for a service UC02  

R006 provide service and site downtime info via an API UC02  

R007 create service assign to site of leave hanging (homeless)  UC05 

R008 allow to put specific services in downtime  UC05  
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R009 group and view arbitrary services (API, web interface) UC05  

R010 downtime broadcasting – subscribers (e.g., communities) receive downtimes messages  UC05  

R011 provide or get extended information (site/service tagging) - generic, arbitrary, so that any 
communities can add tags they need (key, value pairs?) 

UC05  

R012 create/manage an entry about a service provided at a site or by a community UC06 

R014 manage the information about services at one site (monitored, pre-production, 
production, downtimes) in one action (e.g. , put all iRODS services into downtime) 

UC06 

R015 manage fine-grained access rights to the information about services UC06 

R016 get sites info and description: who(name) + contact info (mail, phone) + role (admin, 
support manager, security manager)  

UC07 

R017 ability to gather all site/service-admin e-mails for broadcasts (same for security and 
support contacts)  

UC07  

R018 gather downtime info (future, ongoing, past)  UC07  

R019 retrieve information about services that are running at site(s) (monitored and not 
monitored lists) (production and pre-prod) 

UC07  

R020 get description of resources at a site UC07  

R012 follow sites (get informed about downtimes etc.) UC08 

R022 follow services (get informed about downtimes etc.)  UC08  

R023 view services belonging to site/community/service-group UC08  

R024 views of (all) users of the registry and their affiliated roles UC09 

R025 views of sites based on certification status etc. UC09 

R026 email notification when role request is made  UC09 

R027 better control of underlying data objects - creation, update, delete, etc. UC09 

 

Table 10: Non-functional requirements for a EUDAT site registry 

Id  Requirement  Beneficiary / domain  

R501  it should be possible to customize specific terminology (e.g., attribute names 
such as ROC, NGI, GIIS used by the EGI GOCDB have no meaning in EUDAT)  

Communities without 
EGI or GRID awareness  

R502  Other AAI mechanisms for AuthN and AuthZ should be supported than X.509 
certificates.  

Everyone is depending 
on an AAI in EUDAT 

R503  Vendor lock-in should be avoided; in general any SQL databases (e.g., 
postgres) should be supported. The same hold for the programming language 
used for implementing the business logic. 

EUDAT Operations  
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ANNEX C. SECURITY PLAN (INITIAL DRAFT VERSION) 

Scope and Purpose 
This document is a plan on how to develop, implement and monitor security for the EUDAT project. The 
purpose of this plan is to make the security related assumptions of the EUDAT parties and stakeholders 
explicit and agree on common efforts to secure services and data related to EUDAT. This plan will also 
define security related roles, best practices, and compliance requirements. 

The security plan will evolve from a draft, which all EUDAT parties can comment, and it is planned to 
be approved by the EUDAT Executive Board. The Security Plan will be updated, if needed. 

The scope of the plan is security, the term refers to confidentiality, integrity and availability of data, 
systems and services provided by or related to EUDAT. Therefore, also critical functions, such as access 
controls and backup procedures, of sites participating in EUDAT as producers or partners can be affected 
by this plan. 

Identifying objects to be secured 
EUDAT project management is to provide a continuously updated and versioned catalogue of current 
data, systems and services in production and produced by the EUDAT project. The catalogue defines 
current and future objects to be protected according to this security plan. The catalogue should be 
available on EUDAT intranet. 

Security Management 
The ultimate responsibility of EUDAT security is the concern of EUDAT project management. EUDAT Site 
Security Officers and Site Security Managers are responsible for risk assessments, continuous 
operational security and for developing and adapting security controls and guidelines. Also EUDAT 
developers, resource and service integrators and persons with operational roles have an important role 
in developing and implementing security controls. 

Classification 
The security objectives for data, systems and services should be classified in the catalogue mentioned 
above. The confidentiality based classification should be based on the following classes: 

 Public (world readable) 
 Restricted Access (based on Access controls, for example personal information, medical data) 
 EUDAT Confidential ( for all participating sites only) 
 EUDAT SITE Confidential ( for one participating site only) 
 EUDAT Secret (exceptionally confidential information) 

Authentication and other control measures to ensure confidentiality must be planned and implemented 
case-by-case, depending on the data or system to be protected. 

Systems and services should also be classified based on availability targets, following classes can be 
used: 

 Low availability (< 60 % uptime p.q) 
 Medium availability (60% > uptime p.q <98 %) 
 High availability (uptime p.q > 98 %) 

Data Integrity requirements is to be assessed case-by-case, depending on the data or system to be 
protected. 
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Risk Management 
The EUDAT project has also performed a project based risk assessment. When developing specific 
services and system within EUDAT, related specific risk should be discussed, documented and related 
mitigating security controls applied. 

Security Policy 
EUDAT is to adapt and approve a joint security policy based on this security plan. 

Network Security 
Based on risk assessments of specific EUDAT services it must be decided and documented in service 
descriptions on how the service can be accessed from the network. The following classes can be used: 

 Service access: World readable, restricted to EUDAT sites, access from fixed addresses only 
 Administrative access (when applicable): World readable, restricted to EUDAT sites, access 

from fixed addresses only 
 Authentication: Anonymous access, semi-authentication (OpenID, social network accounts) 

password based access, federated access, strong authentication required 

Operational Security 
EUDAT Site Security Officers and Site Security Managers are responsible for continuous operational 
security, including following functions: 

 Ensuring secure systems configurations 
 Vulnerability handling 
 Incident handling 
 Anomaly detection 
 Monitoring and logging 
 Providing security information within and between sites  

EUDAT should also work for a common or compatibles AUP’s (Acceptable Use Policies), to ensure that 
the user of services provided by EUDAT understands their security and privacy related rights and 
obligation.  

Compliance and guidelines 
The EUDAT project complies with privacy and security related with EU directives and national laws and 
regulations of the participating sites. 

EUDAT can adapt existing best practices and guidelines for information security from existing well 
known sources, such as 

 EGI – The European Grid Infrastructure 
 SANS Information Security Policy Templates 
 The Information Security Forum best practices  

It is the task for Site Security Officers and Site Security Managers to prepare the adaption of security 
guidelines to be approved by the participating sites and the EUDAT project management. 

Audits 
EUDAT sites can agree about peer audits to improve adaption of joint security measures. 
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Secure Architecture 
It is of crucial importance that the Security objectives agreed on can and will be implemented in a 
coherent way to the architecture of systems and services provided. Therefore, good cooperation and 
communication between the different EUDAT work packages must be continuous.  

 




